Key Provisions of HR 2271

Global Online Freedom Act of 2009

The Global Online Freedom Act (GOFA) responds to an alarming increase in incidents in which repressive governments force U.S. Internet companies to become their partners in censorship and surveillance—for example by requiring them to censor search requests, or to turn over information on account holders that enables the repressive government to track down and arrest political and religious dissidents. The GOFA: 

· Requires the State Department to annually designate “Internet restricting countries”—countries whose governments are “directly or indirectly responsible for a systematic pattern of substantial restrictions on Internet freedom” relating to the peaceful expression of political, religious, or ideological opinion or belief (Sec. 3, 103, 104, 105). 

· Prohibits U.S. Internet companies from locating, within Internet-restricting countries, any personally identifiable information used to establish or maintain an Internet services account. (This prohibition is subject to waivers, e.g., on grounds of U.S. national interest, or that an Internet-restricting country’s laws require the location of personally identifiable information within the country) (Sec. 201). 

· Requires U.S. Internet companies to devise internal policies and keep records regarding requests for information by Internet-restricting countries. Further requires such U.S. companies to notify the Department of State and the Attorney General before responding to a disclosure request from an Internet-restricting country. Authorizes the Attorney General to prohibit a business from complying with the request, except for legitimate foreign law enforcement purposes (Sec. 202). 

· Requires U.S. Internet companies to report to the Department of State terms that Internet-restricting countries require them to filter or censor (Sec. 204).

· Prohibits U.S. Internet companies from jamming U.S.-government Web sites (e.g., Voice of America, Radio Free Asia, etc.) (Sec. 205). 

· Creates in the Department of State an Office of Global Internet Freedom to implement the provisions of this act and to implement a global strategy promoting freedom of expression on the Internet (Sec 104).
