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Thank you, Mr. Chairman and good morning to everybody. 

And thank you for calling this hearing on Internet freedom. Reporters Without Borders documents that at least 120 people are currently imprisoned for Online postings—72 of them in China alone, but also large numbers in Iran and Vietnam. In 2005 I  had a meeting in a restaurant in Vietnam with Vu Thuy Ha, the wife of Dr. Pham Hong Son, who had e-mailed an article, “What Is Democracy?,” from the US Embassy Web site, to his friends--the Vietnamese Internet police called this “espionage” and punished it with a long prison term. While Vu and I talked, police thugs sat at the next table, scowling at her and making threatening gestures. 
Many people in this room will remember the ground-breaking hearings this committee has held on Internet freedom. In 2006 I chaired an eight-hour hearing on The Internet in China: A Tool for Freedom or Suppression? The hearing responded to Yahoo!’s cooperation with Chinese Internet police’s tracking down of journalist Shi Tao—who is still serving a 10-year prison term for disclosing state secrets, that is, e-mailing to the U.S. Chinese government orders not to report on the 15th anniversary of the Tiananmen massacre. In 2007 Tom Lantos chaired a follow-up hearing on that case, in which Yahoo!’s Jerry Yang testified to the committee, while Shi Tao’s mother sat behind him in the audience. At the end of the hearing Jerry Yang met with Shi Tao’s mother, and since then Yahoo! has undertaken to do what it can to compensate the families of Shi Tao and other imprisoned Internet dissidents. 
But the victims of the growing global assault on Internet freedom are also entire peoples denied their right to free expression, often self-censoring out of fear, and denied access to information. These include the Chinese, Iranian, Belarusian, Cuban, Burmese, Egyptian, North Korean, Saudi Arabian, Syrian, Tunisian, Turkmen, and Uzbek peoples, who live under governments which Reporters Without Borders classifies as the 12 worst “Enemies of the Internet.” Currently over three dozen countries routinely censor the Internet—this number is growing—and in recent years they have developed increasingly sophisticated tools for blocking, filtering, and surveilling the Internet. They exchange technologies and tactics, which are often modeled on the Chinese government’s “Great Firewall of China.” 
Yet we have also learned some positive lessons since 2006. We have seen that many US IT companies really want to do the right thing. Since 2006 Yahoo! has established much stricter policies governing its interactions with repressive governments, working to keep personally identifying information out of their hands. When it went into Vietnam, Yahoo! stored personally identifying information in Singapore. 

Google’s transformation has been even more remarkable. Since 2006 I have been meeting with Google executives, and they’ve known for some time that the theory that their mere presence in the Chinese market would liberalize China, or at least justify their willingness to censor searches had proven mistaken, and that China was growing more repressive. 

Google’s statement in January that it is “no longer willing to continue censoring” results on its Chinese search engine, was remarkable and thrilling—certainly the hearts of millions of Chinese human rights activists and political and religious dissidents. Google deserves to be praised for this decision. It is a blow against the cynical silence of so many about the Chinese government’s human rights abuses—a blast of honesty and courage from which we can all draw inspiration. 

Mr. Chairman, I believe Google’s making a principled and public commitment to do the right thing and stop censoring, combined with its willingness to spend some time in patient dialogue with the Chinese government, giving that government every chance to also do the right thing, is a model of how IT companies can deal with repressive regimes. 
But I also believe that model can be improved on. Google’s recent difficulties in China make it more clear than ever that, however well-intentioned, American IT companies are not powerful enough to stand up to a repressive governments. Without US government support, they are inevitably forced to play a role in the repressive government’s censorship and surveillance. 
But the Global Online Freedom Act, the legislation I crafted in 2006 and re-introduced in this Congress, would give American IT companies the US-government back-up they need to negotiate with repressive governments. 

Let me describe the bill’s key provisions. The bill would establish an Office of Global Internet Freedom in the State Department, which would annually designate “Internet restricting countries”—countries that substantially restrict Internet freedom relating to the peaceful expression of political, religious, or ideological opinion or belief. US IT companies would have to report to the State Department any requirement by a repressive government for filtering or censoring search terms—and the State Department would make the terms and parameters of filtering public knowledge, thus “naming and shaming” the repressive countries. 

US IT companies would also have to store personally identifying information outside of Internet-restricting countries, so that the repressive governments wouldn’t be able to get their hands on it to track dissidents. US IT companies would have to notify the Attorney General whenever they received a request for personally identifying information from a repressive country—and the Attorney General would have the authority to order the IT companies not to comply, if there was reason to believe the repressive government seeks the information for other than legitimate law-enforcement purposes. 

In short: the Global Online Freedom Act would give the IT companies the back-up of the U.S. government. If the Chinese or Iranian government tells them to filter a search term, they can point to the Global Online Freedom Act and say that US law doesn’t permit it. If the government’s Internet police intercept a human rights activist’s e-mail, and demand the company turn over personally identifying information on the account, the company will notify the AG, who can then bring the weight of the US government into the matter. 
I would like to thank Google for re-iterating its support for the Global Online Freedom Act, which it recently did in a support letter which we have here today. And I also want to thank the human rights NGOs which have agreed to issue a joint letter of support for the bill: Reporters Without Borders, Amnesty International, Human Rights Watch, Freedom House, Laogai Research Foundation, Wei Jingsheng Foundation, International Campaign for Tibet, China Aid Association, Uyghur-American Association, Committee to Protect Journalists. 
The ability of Google and such highly-regarded human rights groups to agree in supporting the Global Online Freedom Act is a strong sign that we should all be able to get behind this bill—the bill has even been introduced, with only slight changes, in the European Parliament. 
Finally, yesterday Rep. David Wu and I launched the bi-partisan Global Internet Freedom Caucus, which will promote freedom for nonviolent religious and political expression on the Internet. It will seek to educate members on Internet freedom issues, conduct advocacy for persecuted Internet dissidents, and work with business and human rights groups to create support for meaningful legislation promoting online freedom. I urge my colleagues to join this caucus. 
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SHI TAO: CECC INFO

	CECC Record Number:

	2004-05482

	 

	Ethnic Group

	Han


	Detention Status:

	DET

	 

	Sex:

	M


	Main Name:

	Shi Tao

	 

	Age at Detention:

	36


	Chinese Characters (Main Name):

	师涛
	 

	Religion:

	
	Other (or Lay) Name:

		 

	Occupation:

	journalist, newspaper


	Alternate Name(s):

	Nice Ears (pen name)

	
	Pinyin Name:

				

	

	
	Detention Details

Issue Category:

spch

Province Where Imprisoned (or detained):

Hunan Province

Date of Detention:

2004/11/24

Current Prison:

Deshan Prison

Legal Process:

chg/tri/sent

Sentence Length (Years):

10 




The Changsha Intermediate People’s Court in Hunan province sentenced poet and journalist Shi Tao to 10 years’ imprisonment on April 27, 2005, for disclosing state secrets to foreigners, a crime under Article 111 of the Criminal Law. The court found that Shi, then editorial director of Contemporary Trade News in Hunan, was informed at an editorial meeting about a secret Communist Party and government order. Reporters Without Borders said the order warned journalists about reporting during the 15th anniversary of the Tiananmen democracy protests. Shi e-mailed his notes about the order to the U.S.-based online newspaper “Democracy Forum.” The Hunan High People’s Court rejected Shi’s appeal on June 2, 2005. Shi’s conviction was based in part on evidence provided by Yahoo!’s China office. In November 2007, Yahoo! agreed to pay his family’s legal expenses. Shi was detained on November 24, 2004, and arrested on December 14. He is currently serving his sentence in Deshan Prison in Hunan.

I’m concerned that some US IT companies just won’t face up to the seriousness of the human rights issues involved here, at least not like Google and the other members of the GNI have. Some of these companies just don’t have the “do no evil” corporate ethos, for whatever reason. I’m concerned that some of these companies think that by staying out of GNI, they can gain a competitive advantage over those who are in, or who might join. This is another reason we need legislation on this issue—to level the playing field between companies, making it easier to do the right thing. I’d like to hear especially from Ms. Wong and Ms. MacKinnon on this. 

