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COMBATING THE SEXUAL EXPLOITATION OF
CHILDREN

September 27, 2006

COMMISSION ON SECURITY AND COOPERATION IN EUROPE
WASHINGTON, DC

The hearing was held at 2:03 p.m. in room 2200 Rayburn House
Office Building, Washington, DC, Hon. Christopher Smith, Co-
Chairman, presiding.

Commissioners present: Hon. Christopher H. Smith, Co-Chair-
man, Commission on Security and Cooperation in Europe; Hon. Jo-
seph R. Pitts, Commissioner, Commission on Security and Coopera-
tion in Europe; and Hon. Mike McIntyre, Commissioner, Commis-
sion on Security and Cooperation in Europe.

Panalists present: James Plitt, Unit Chief, Cyber Crimes Center,
Immigration and Customs Enforcement (ICE); James E. Finch, As-
sistant Director, Cyber Division, Federal Bureau of Investigation;
Linda Smith, Founder and Executive Director, Shared Hope Inter-
national; Carol Smolenski, Executive Director, ECPAT-USA;
Mohamed Mattar, Executive Director, The Protection Project,
Johns Hopkins School for Advanced International Studies; and
Ernie Allen, President and Chief Executive Officer, National Cen-
ter for Missing and Exploited Children.

HON. CHRISTOPHER H. SMITH, CO-CHAIRMAN, COMMISSION
ON SECURITY AND COOPERATION IN EUROPE

Mr. SMITH. The Commission will come to order.

First of all, let me welcome all of you to this hearing of the Com-
mission on Security and Cooperation in Europe. Collectively, we
are very concerned over the proliferation of child pornography and
a perpetuation of other crimes against children through trafficking,
prostitution and sex tourism.

Each year, as we know, thousands of American kids are victim-
ized through pornography, many subjected to violence in the proc-
ess. The shocking reality is that often the perpetrators and pur-
veyors of these crimes are parents, relatives, or acquaintances of
the victim.

According to experts, at least half of those victimized are boys.
The emotional, physical and psychological toll on our youth caused
by these crimes is overwhelming. It is known that the heavy toll
contributes to the measurable rise in depression and suicide.

While more research is needed into the various facets of sexual
exploitation of children, there are strong indicators that those cap-
tivated by pornography are more likely to become predators and
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purveyors themselves, further feeding the cycle. As with other ad-
dictive behaviors, these individuals are often driven into more ex-
treme acts of preying on younger victims or employing violence.

Organized crime, including gangs, also appears to be venturing
further into the lucrative trade in children. As a result, global
criminal networks are springing up, further complicating efforts to
prosecute those responsible for these horrendous crimes against
children.

The anti-trafficking efforts that we’'ve undertaken, especially in
this Commission—I would note parenthetically that we began the
effort to combat trafficking in persons in the latter part of the
1990s, when it became very apparent, with the breakup of the So-
viet Union, that many of the former KGB-types and others were
going in the business of buying and selling individuals, mostly
women.

That led to the introduction of the Trafficking Victims Protection
Act in the late 1990s. And after a 2-year struggle, we were able to
secure passage of that landmark, historic legislation that empha-
sized prevention, prosecution, and protection, protection of the
women, obviously, prosecution of those who commit these heinous
crimes, and prevention, so that many could be spared the agony of
human trafficking.

The anti-trafficking efforts have convinced me that combating
sexual exploitation of children in all of its forms requires even
more comprehensive laws, as well as effective partnerships be-
tween local, and State, and Federal law enforcement, and the non-
governmental communities at all levels, and that includes inter-
national.

Earlier this year, I'm happy to note, Mr. Pitts sponsored a resolu-
tion at the OSCE Parliamentary Assembly’s Annual Session, held
in Brussels, to encourage other participating States, 56 countries in
all, to strengthen their laws relating to sexual exploitation of chil-
dren as a means of facilitating investigation and prosecution of
these crimes, and the essential international cooperation between
law enforcement agencies.

I appreciate very much Commissioner Pitts’ diligence in securing
approval for this proposal. Now that we have the support at the
parliamentary level, I look forward to further action on this initia-
tive at the meeting of the OSCE Ministerial Council, scheduled for
early December. I would point out that the United States is work-
ing very closely with Belgium and France, in the lead up to the
Ministerial, on a comprehensive package to combat these forms of
exploitation.

This work would not have been possible without the vital con-
tribution of the International Center for Missing and Exploited
Children.

I also want to thank the consortium of NGOs, headed by Shared
Hope International, ECPAT-USA, and the Protection Project, for
their work on the report for the U.S. mid-term review on the com-
mercial sexual exploitation of children in America being released at
this hearing. Their report takes an in-depth look at the essential
aspects of prevention, prosecution and protection absolutely nec-
essary to effectively combat the sexual exploitation of children and



3

care for the victims. This report takes stock of our efforts to date
and offers important recommendations to build on this work.

Exactly 20 years ago, the U.S. Attorney General, Ed Meese, re-
leased the final report of the Commission on Pornography. That
landmark report drew the inextricable link to abuse and stressed
that, and I quote, “child pornography must be considered as sub-
stantially inseparable from the problem of sexual abuse of chil-
dren.”

A number of us worked very hard to establish that Commission,
I would point out parenthetically. Frank Wolf and I originally rec-
ommended what became known as the Meese Commission, while
William French Smith was still the attorney general.

The idea was picked up by the Reagan administration, and then
a commission was formed 18 months later, after a group of very
eminent experts, including Dr. Dobson, Henry Hudson, the U.S. at-
torney for the Arlington area, and many others, made their con-
tributions and found, to everyone’s shock and dismay, that pornog-
raphy in this country and elsewhere was a multibillion-dollar in-
dustry with all kinds of links to organized crime the scope of which
had heretofore been underappreciated and under-recognized.

I would also point out that the legislation that was recommended
was offered on the Senate side by then-Senator Strom Thurmond.
I offered it on the House side. It became law in a crime bill, and
the result is that we had, for the first time, a comprehensive effort
to combat this terrible scourge of obscenity, including child pornog-
raphy.

I would note also in the audience today is Pat Truman. Pat Tru-
man headed up the strike unit for the administration then, the
Bush administration, which was shutting down child pornog-
raphers and other obscenity purveyors until that office was dis-
banded at the beginning of the Clinton administration. But I do
want to note Pat’s extraordinary efforts.

Pat, if you are here—I saw you when I came in—there he is back
there. And I want to thank you for that effort. You were really
walking point for many, many months and years to put these peo-
ple behind bars.

Finally, just let me say that what was then considered a cottage
industry has now exploded, as we all now know, into a multi-
national, multibillion-dollar enterprise, with potential outlets in
every home and office connected to the Internet. The roots and
scope of this problem are immense, literally surrounding us as if
we take time to notice.

Right here on the streets of Washington, 3,000 kids a year are
arrested for prostitution, and those are surely but the tip of the ice-
berg. At the time of the Meese report two decades ago, it was esti-
mated at 30,000 sexually exploited children had been identified in
the Los Angeles area alone. The enormity of this problem requires
an effort that’s commensurate to the problem; otherwise, the cycle
of abuse will only continue to build.

I look forward to hearing from our law enforcement experts and
professionals who are dedicated to fighting this scourge, I welcome
them and am looking forward to their comments this afternoon. I
am pleased to introduce our panelists.
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The first will be James E. Finch, Assistant Director, FBI Cyber
Division. Mr. Finch has served as a special agent in the Indianap-
olis, Cleveland, Houston, and Knoxville divisions, as well as two as-
signment tours at FBI headquarters. On November 25, 2004, Dr.
Mueller selected Inspector Finch to be a special agent in charge of
the Milwaukee field office. On May 5, 2006, Mr. Finch was des-
ignated Assistant Director of the Cyber Division.

Next, we will hear from James Plitt, the Unit Chief of the Cyber
Crimes Center of the Immigration and Customs Enforcement, a po-
sition he was appointed to in August 2004. He is now responsible
for the organizational and operational management of ICE’s tech-
nical and investigative cyber services center’s four subsections, in-
cluding child exploitation investigations. Mr. Plitt began his career
with the CIA, as an intelligent analyst of Eastern European
science. Prior to assuming his present office at ICE, he served as
field supervisor of the Washington, DC, field office’s financial
group.

Mr. Finch, if you could begin your testimony.

JAMES E. FINCH, ASSISTANT DIRECTOR, CYBER DIVISION,
FEDERAL BUREAU OF INVESTIGATION

Mr. FINCH. Thank you, Representative Smith, and distinguished
member of the Commission. On behalf of the FBI, I would like to
thank you for this opportunity to address the FBI’s role in com-
bating the sexual exploitation of children through the use of the
Internet.

Specifically, I would like to explain to the Commission how the
FBI manages the Innocent Images National Initiative on a national
and an international level. Over the past 10 years, the Innocent
Images program has grown exponentially. Between fiscal years
1996 and 2005, there has been a 2,050 percent increase in cases
opened. During this 10-year period, the program has recorded over
15,556 investigations opened, 4,784 criminals being charged, 6,145
subjects being arrested, located, or summoned to a court of law,
and 4,822 convictions obtained.

In response to the launch of Project Safe Childhood, the FBI has
initiated four new undercover investigations targeting Innocent Im-
ages matters. Additionally, we are working more closely than ever
with our State, local, and Federal law enforcement partners. The
FBI's Innocent Images unit is responsible for the creation and im-
plementation of national and international initiatives targeting
those who use the Internet to sexually exploit defenseless children.

The unit, housed in Calverton, MD, also has a sizable contingent
of FBI employees assigned to the National Center for Missing and
Exploited Children. The FBI works very closely with the center on
all child exploitation matters. The Innocent Images unit serves as
a central location for addressing major cases, such as sexual exploi-
tation of children through pornographic Web sites, distributing in-
vestigative leads to our field divisions, and our 57 legal attaché of-
fices abroad, and managing the FBI’s national program.

Its responsibilities include developing and publishing policy,
managing program funds, certifying undercover operations, and the
training of FBI employees’ State, local, and international partners.
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At this time, the FBI has more than 4,000 active child sexual ex-
ploitation investigations.

Because of the magnitude of the crime problem, our primary
focus is on complex investigations targeting organized criminal
groups involved in commercial child sexual abuse Web sites. These
investigations almost always span multiple jurisdictions and usu-
ally extend beyond the borders of the United States.

The FBI has taken the unique step of creating a task force com-
posed of FBI agents and international investigators that allows
each participating country to more efficiently address the crime
problem. Investigators from various countries are assigned to the
task force in 6-month rotations and work with their FBI counter-
parts in an FBI facility just a few miles north of here.

To date, we have 18 countries and Europol that have partici-
pated. Currently, there are officers from New Zealand, Australia,
Sweden, Ukraine, and the Philippines assigned to the task force.
Additionally, in a few, short weeks, officers from the Royal Cana-
dian Mounted Police, Indonesia, and Cyprus will join the task force
team.

I would like to add that the Department of Justice’s Child Ex-
ploitation and Obscenity section provides prosecutorial support for
this initiative and every national and international initiative man-
aged by the Innocent Images unit.

Other areas of child sexual exploitation where the FBI makes a
major impact includes the investigation of financiers of illegal Web
sites and individuals or groups who engaged in the production of
child sexual abuse images, investigation of sexual predators that
travel from one jurisdiction to another for the purpose of engaging
in sex with minors, and, finally, we target persons with large col-
lections of child sexual abuse images.

The FBI has to prioritize not only who must be targeted in an
investigation, but also what investigative tools must be utilized to
put the most egregious sexual offenders behind bars. Online abuse
and exploitation is both ugly and widespread.

To meet this challenge, the attorney general’s Project Safe Child-
hood initiative seeks to marshal all available resources, including
the Federal Bureau of Investigation, Immigration and Customs En-
forcement and the United States Postal Inspection Service, state
and local law enforcement, and nongovernmental organizations,
such as the National Center for Missing and Exploited Children.
This collaborative effort will make national investigations increas-
ing effective and help ensure the leads generated from these inves-
tigations will be successfully investigated and prosecuted.

My comments today are intended to reassure the Commission
and the American people that the FBI takes this matter very seri-
ously and is aggressively pursuing those who exploit our children.
In closing, the FBI looks forward to working with other law en-
forcement agencies, private industry, and the Department of Jus-
tice in continuing to combat this very serious crime. Protection of
our children requires the combined efforts of all members of soci-
ety.

I would like to express my appreciation to the Commission for
addressing this very serious issue and thank Representative Smith,



6

Mr. Pitts, the Commission for the privilege of appearing before you
today. I look forward to answering any and all of your questions.
Thank you very much.
Mr. SMITH. Mr. Finch, thank you so very much.
We'’ve been joined by Commissioner Pitts.
Do you have any comments?

HON. JOSEPH R. PITTS, COMMISSIONER, COMMISSION ON
SECURITY AND COOPERATION IN EUROPE

Mr. PrrTs. Well, briefly, if you don’t mind, Mr. Chairman.

First of all, I want to thank you for the privilege of leading the
U.S. delegation to the OSCE Parliamentary Assembly in Brussels.
At the Brussels meeting, I was able to advance the initiative pro-
posed by Chairman Smith, aimed at combating the insidious prob-
lem of child pornography.

And I'm pleased to report that the resolution was unanimously
adopted by the parliamentarians from 56 countries. The issue of
the sexual exploitation of children was also raised with the OSCE
chairman in office, the Belgian Foreign Minister. While in Brussels
I participated in a special session in the interparliamentary assem-
bly that focused on the issue of today’s hearing. I'm really pleased
to say the parliamentarians from the other OSCE countries that I
spoke with share our concern, and I look forward to their continued
support and cooperation at the OSCE ministerial.

And we had a very effective event there with one of our wit-
nesses today, Ernie Allen.

I want to thank you for what you’re doing on this important
issue and for your leadership and for this important hearing, pro-
tecting children around the world. So thank you, Mr. Chairman.

Mr. SmiTH. Thank you.

Mr. Plitt?

JAMES PLITT, UNIT CHIEF, CYBER CRIMES CENTER,
IMMIGRATION AND CUSTOMS ENFORCEMENT (ICE)

Mr. PLITT. Yes, thank you, Co-Chairman Smith, Mr. Pitts, others
on the Commission.

I appreciate the opportunity to present an understanding of
ICE’s authorities and responsibilities, with respect to investigating
U.S. transport or child sexual exploitation crimes. With your per-
mission, I submit my written testimony, of course——

Mr. SMITH. Without objection, so ordered.

Mr. PLITT [continuing]. Which describes ICE’s Operation Pred-
ator program. Today, though, I'd like to take just a moment to
briefly touch on the law enforcement approach to this issue of child
exploitation and ICE’s role in that model.

The issue of child exploitation is enormous and multidimen-
sional. Furthermore, any potential solution to this issue must be
multidimensional, as well, with aspects ranging from law enforce-
m?nt to social outreach, from diplomatic programs to family coun-
seling.

Within the Federal law enforcement environment, a model is nat-
urally evolving based on functional specialization and organiza-
tional integration. No one law enforcement agency at any level of
government can effectively provide every investigative or policing
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function to address child exploitation. And with law enforcement
resources spread so thin among many different serious types of
crimes, functional specialization seems to be developing because
that appears to be the most efficient and effective way to protect
and rescue the greatest number of child victims.

With [inaudibile] specialization, the men and women of ICE are
honored to serve as the Nation’s principal Federal criminal inves-
tigators for child exploitation and the related financial crimes that
cross our borders. This focus flows directly from ICE’s Customs and
Immigration investigative and enforcement authorities, which
serves as the foundation for Operation Predator, which was pre-
sented in the written testimony.

Law enforcement agencies throughout the United States and
around the world allow ICE [inaudibile] to contact us with inves-
tigative leads to combat global commercial child exploitation Web
sites; international pedophile rings that use media from Internet-
relayed chat to peer-to-peer technologies; child sex offenders, also
known as child sex tourism; non-U.S. citizen child exploitation
criminals in the United States; and the international trafficking of
children for sexual purposes.

In return, ICE relies on and thanks its Federal partners that
focus on the other areas of child exploitation investigations, the
U.S. Postal Inspection Service that monitors the U.S. mail systems
and courier services, U.S. marshal services that enforce new stat-
utes for unregistered sex offenders, and the Federal Bureau of In-
vestigation that is responsible for interstate and national-level sex-
ual exploitation matters.

Along with this increasing trend toward specialization, organiza-
tional integration is occurring between law enforcement agencies.
For example, while the federal law enforcement agencies work to-
gether to focus on national and international organizational con-
spiracies, the State and local law enforcement agencies focus more
on the physical crime, arrested the majority of child abusers and
saving the majority of children.

Those specializations are integrated in many ways, including in
the Internet Crimes against Children task forces, where various
Federal agencies participate to support local agency projects and
initiatives. This integration is crucial, because it maximizes every
organization’s strengths and fosters the cooperation and teamwork
between all us that is essential to cover this enormous area of
criminal activity.

Further integration occurs as law enforcement builds or is incor-
porated into projects or partnerships with many other organiza-
tions working the sexual exploitation issues. ICE would like to take
this opportunity to thank the many prosecutors, companies, and
nongovernmental organizations that assist ICE daily in our child
exploitation investigations.

The investigator-prosecutor relationship is what makes convic-
tions and seizures out of investigative leads and evidence. The abil-
ity to obtain exigent legal process is often vital in the investigation
of Internet crimes against children. The Child Exploitation and Ob-
scenity section of the Department of Justice is an invaluable team
member, and facilitates these exigent processes, and supports ICE
with countless other prosecutorial services.



8

The security and management staffs of companies, whether from
the Internet or financial service industries, rapidly respond to
ICE’s authorized request for investigative information and, in doing
so, demonstrate a true desire to help that goes beyond the organi-
zational concept of corporate social responsibility. NGOs, such as
the National Center for Missing and Exploited Children, perform
vital social and coordination services that allow ICE to focus more
resources on its primary area of responsibility: investigations.

The Financial Coalition against Child Pornography is one exam-
ple of an NGO initiative that integrates ICE into the various
projects, including the financial industry.

In conclusion, on behalf of the men and women of ICE, I wish
to express our gratitude to the Commission for its hearing into this
important issue. In this area, we face a massive amount of criminal
activity. Collectively, we need to understand the challenge we face,
and we need to wunderstand the trends, techniques and
vulnerabilities of those engaged in international criminal business
enterprises.

And Congress has a role in ensuring that law enforcement has
the tools that it needs to continue to specialize and integrate, to
keep pace with the criminals that seek to hide within the cutting
edge of the Internet and computer technologies.

I thank you again for inviting me and stand by for your ques-
tions.

Mr. SMITH. Thank you very much for your testimony.

Let me just begin. In the mid-term review report, mention is
made that, as of May ’06, the Innocent Lost Initiative has identi-
fied over 300 victims, made 547 arrests, with 105 indictments and
80 convictions. And it’s hard to put that into context as to the uni-
verse of the problem, so my first question would be your view as
to whether or not there are sufficient resources dedicated to this,
enough agents, people tracking down, working to investigate,
enough prosecutors, particularly U.S. attorneys, who have suffi-
cient interest in this issue to undertake it.

And I would just note parenthetically—and I did introduce Pat
Truman earlier—we went, in my opinion—and you might want to
comment on this—through eight years of non-enforcement. That’s
not a political dig or a partisan dig. There are many people on both
sides of the aisle who felt that during the Clinton administration
there was non-enforcement of the legislation I mentioned earlier.
And I know, because I worked on that.

You know, the Meese Commission recommendations, especially
the idea that, you know, the interstate hurdle was overcome so
that, if it was produced in California, you didn’t have to see it
going physically across state lines to prosecute was a major step
forward. We tried to write it in a way that was similar to the way
as is done with drugs.

I would also note that Paul McNulty, now working, I believe, as
No. 2 at the Department of Justice, he was instrumental in work-
ing on that. And Bill McCollum, who was then the ranking member
on the Crime Subcommittee, Dan Lungren, who was there, went to
be State attorney general in California. Now he’s back.

So a number of people worked on this who are still here. But we
went through 8 years of non-enforcement. “Frontline,” the PBS doc-
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umentary show, did a 2-hour special on the fact that there was
non-enforcement. And one interviewer said there was an engraved
invitation during those years, especially to child pornographers, to
do as they will, because there was such a lack of prosecutorial in-
terest in going after these people.

So 8 years of non-enforcement. Then we had 9/11 and potentially
a focus during the Bush administration that was on terrorism, and
perhaps not on this kind of issue.

So where are we? I know Attorney General Gonzales at his con-
firmation hearings made it very clear this issue was a high pri-
ority. Do we have enough people? And if you could tell us candidly,
if you think you need more resources, notwithstanding OMB objec-
tions, in order to combat this scourge?

So please

Mr. PLITT. Sure. If we had triple the investigative resources, we
would still have investigative leads untouched. In 1992, ICE, then
U.S. Customs Service, worked one of its first child exploitation
cases, and it involved the passing of images through bulletin
boards across international borders. We worked cases through 97,
and the technology upgraded to Internet relay chats, and now into
Web sites, and servers, and the technology is just changing and
changing.

There is a requirement for us to also, in addition to investigating
these crimes, to keep up with the research and development compo-
nent so that we’re with the technology. And one way we do that
is by working with industry. Industry is the backbone of the Inter-
net. They deal with people that own the routers, and their servers,
and assets, and they know what technology is coming down the
line. So it’s key for us to do that, but that takes resources, as well.

So, again, there are more than enough leads out there, and not
just in the possession or distribution, but also in the financial as-
pect of this. As I testified last week in this building, as well, the
financial methods that are developing through the Internet are
availing the criminals of quite a few methods, new methods, new
techniques, ways to hide. And, again, we must keep up with those,
as well.

So although we tend to focus, with respect to the Internet, on im-
ages or distribution, we also have to take and consider [inaudibile]
the money aspects of this and the way that the Internet plays
there. So we do need resources.

Mr. SMITH. If you could, the number that are currently deployed,
number of FBI agents and the like?

Mr. PLiTT. For ICE, it’s approximately 140. Backing that up, of
course, are the various computer forensics agents, who work not
only this type of Internet crime, but others as well, approximately
150 of those.

Mr. FINCH. We have 127 funded staffing level. However, the
number of bodies we're averaging per year, 250. So we are actually
dedicating more agents to this than we have been allotted funded
staffing level.

Mr. SMITH. And would you agree that more resources would
mean more prosecutions?

Mr. FINCH. We could use as many resources

Mr. SMITH. As how large the problem?
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Mr. FINCH [continuing]. As are available to us. We have yet to
find any of our agents short of work, with the proliferation of the
Internet, the online services. The fact that it only costs a couple of
hundred dollars to run a child sexual exploitation Web site, maybe
including $35, $40 to register a domain, you can run a Web site.
And the revenue generated from that—it’s an easy business to get
into, unfortunately.

And so we will see continued growth with the social networks,
the online services, which is why we are continually receiving offi-
cers from overseas, because the problem is not only here. It’s all
over the world, and we are getting the brunt of it.

Mr. SMITH. Let me ask you—and Mr. Plitt, this was sparked by
your comment about, you know, the routers—I chaired a hearing
and had a comprehensive bill called the Global Online Freedom
Act, which we’ve reported out of subcommittee, which is targeted
at Internet-restricting countries, like China, Belarus, Ethiopia,
Vietnam, where the technology is being used to find and catch the
men and women who are promoting democracy and religious free-
dom in those countries, especially in China, where they have about
35,000 cyber police trying to catch the best and the bravest of
China who want only to live in freedom.

What we found at the hearing was that Cisco especially has a po-
lice net program that they have now enabled the PRC to use,
where they have literally shut down dissent, and stifled dissent,
and helped to incarcerate people. So my question is, the technology
is there to filter for the negative, for the evil, in this case to work
against human rights. Have you found any sense of cooperation
among the big Internet giants, like Microsoft, Cisco, Yahoo, for ex-
ample, or others, to work with you to go after these child preda-
tors?

I mean, it seems to me that, if Google can provide a Google.cn,
as it’s known in China, which, if you type in “Tiananmen Square,”
you get wonderful pictures on their search engine of smiling people,
including U.S. officials who have visited Tiananmen Square, but if
you go on Google the one that we all have access to here in the
States, what do you get? You get pictures of tanks and people being
bayoneted and the like.

So that, you know, when they want to, they can certainly restrict
certain types of content. And certainly obscenity is not protected
content, and child pornography is in a league of its own. Have you
found a sense of willingness on the part of these Internet giants to
work with you, Cisco on the routers, Google on what it is that they,
you know, will send you to?

Mr. PLITT. Yes, we have. And it appears to be, in their case, a
balance between the resources they have available to police their
own networks. But we have not had any request refused for assist-
ance, be it in terms of information, in accordance with investiga-
tion, or in description of the technology used, working behind the
scenes, which would allow us information as to how the criminals
are working. So we haven’t had difficulties there.

Mr. SMITH. So that’s on individual cases, but on that broad in-
quiry that was made to Google, has that been reversed?

Mr. PLITT. I don’t believe it has.

Mr. SmITH. There they were obstructing?
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Mr. PLITT. That’s correct. I'm talking about individual investiga-
tions.

Mr. SMITH. Individual cases. Do you see a place where we might
gartn;:r with their technological prowess to shut these people

own?

Mr. FINcH. Well, I echo his comments, and I mention this only
because you mentioned Microsoft. I was just out in Redmond yes-
terday, presenting awards to people at Microsoft for their coopera-
tion, and I mentioned to them that we would be back to them in
areas like computer intrusion, but as well as sexual exploitation of
children. And the response to me was, “And we're here to serve.”

And I believe that, based on the relationship we’re having with
the Internet service providers, as well as the, you know, content
providers, I have not hit any brick walls, my people haven’t, when
it comes to cooperation there. This is a despicable crime, and no
one wants to be on the wrong side of this issue, as far as I know.

Mr. SmiTH. That’s encouraging. Other members are here, but I'll
just restrict myself to one or two more questions.

The whole issue of predators trying to enter the United States,
Megan Kanka, the young girl who was brutally slain that—a law
on, you know, identifying sexual predators once they are let out of
prison is named after here, as you know so well, Megan’s Law.
She’s from my hometown of Hamilton Township.

Do you see any place or any cooperation with the Department of
State, with other foreign law enforcement agencies, to identify their
own sexual predators who often—you know, the rate of re-commit-
ting these crimes is horrifically high—so that we don’t inadvert-
ently allow them to come to the United States where they can con-
tinue their pedophilic or other crimes?

Mr. PLITT. Yes, we do. In working with our partners at Customs
and Border Protection, we’re looking for ways to prevent the wrong
people from coming into the United States on visa or through other
systems.

And countries across the world are concerned not only about
their own citizens who may be registered sex offenders in their own
countries coming into the United States, but are also worried about
the other direction, which is Americans going overseas for child sex
tourism.

So, if you will, to put it this way, we have a chip in that game
which allows us some freedom of information flow between those
countries, but that is one area that we would recommend the Hill
look at as ways to improve international information. For one ex-
ample of that, some countries have very strict laws on privacy,
which don’t allow, unfortunately, the information to be shared. And
we’ve run into a couple of situations, perhaps, we have, as well.

Mr. SMITH. If you have any ideas for legislation on that, we’d cer-
tainly appreciate it. I had a conversation with a visiting delegation
from Thailand, and they were very concerned about both ways, you
know, that people going to Thailand, as well as people coming from
Thailand to here. And so they were looking for ways to cooperate.

And they were intrigued by the Megan’s Law concept. And we
had found on the Commission a great deal of reluctance on the part
of European countries to adopt Megan’s Law-type statutes. And do
you find that, as well? How do you know that a man or a woman
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is a predator if they don’t keep a database that is readily assess-
able?

Mr. PLITT. Right, we do see that. We also see situations where,
as with all Internet-based investigations, the two enemies are data
volume and time. And with respect to this issue, it seems to be
more of a time matter, where an individual in one country may be
improperly Internet relay chatting with a child in the United
States, or vice versa, and that oftentimes results in a meeting.

That information about that chat needs to be passed very, very
quickly, and we’re looking for methods—we have one method in
place now, but we’re looking for other methods to make that hap-
pen, sir.

Mr. SMITH. Are there any legal tools you need?

Mr. FINCH. One of the methods we have found to be successful
is just the—our international task force, with the officers from
these countries, working here alongside our agents in Calverton,
when there is a situation that exists online, it’s easier for that offi-
cer—and we happen to have that country working next to us, it’s
easier for them to coordinate with their country real-time and ad-
dress this matter, which is why we continue to bring additional
country representatives here to work on the task force.

Because until a lot of the countries’ laws rise to the level of our
laws, where it comes to child exploitation, we have to look at just
cooperation, law enforcement-to-law enforcement. In terms of legis-
lation, I'm going to leave that to the Department of Justice to come
up with, but we certainly convey our stumbling blocks or our obsta-
cles to them so that, hopefully, they can remove these obstacles for
us.
Mr. PLITT. And if could add one stumbling block that we have
seen, at least in the past, is that, as the United States would pro-
vide investigative leads overseas, the countries would label those
leads as coming from the United States, which is why we’ve adopt-
ed a method whereby we participate on a task force that doesn’t
necessarily recognize the country.

So it becomes a lead of a child in danger in a particular country
and/or a pedophile in another country and which may endanger
other children, the way we do that is by passing the information
very quickly through the Internet. So we've gone that method,
which seems to have addressed our speed issues, which, of course,
is the Virtual Global Task Force.

Mr. SMITH. Mr. Pitts?

Mr. PirTs. Thank you, Mr. Chairman.

Mr. Finch, in your testimony, you mention those who finance
these pornographic Web sites. I guess both of you mentioned that.
What groups are bankrolling these operations? Are there indica-
tions, given the lucrative nature of these enterprises, that any ter-
rorist groups are involved?

Mr. FincH. Well, financing or bankrolling these operations, it’s
not an expensive venture to start a pornographic Web site, a couple
of hundred dollars a month for the service, maybe $35 to $75 to
register a domain. And at that point, you’re in business. And now
all you have to do is upload images.
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It’s not an expensive business to operate. We have not found any,
to my knowledge, terrorist groups behind any of the pornographic
Web sites, but certainly organized crime, very organized.

Mr. PrrTs. You want to add something?

Mr. PLITT. Yes. We're also finding that this crime, the money, the
proceeds generated from this crime, become the seed capital for
other crimes. To many of these groups, they’re not necessarily con-
cerned today about the child exploitation issue. It’s just a way to
make money. So the next week they might be involved in intellec-
tual property rights violations, they might be involved in traf-
ficking of individuals. But because of the potentially high volume
of money that can be made from these, they're getting into that
business.

Mr. PirTs. How adept are these child pornographers at moving
around their operations to avoid detection by law enforcement? Ob-
viously, time is of the essence when you're pursuing online pornog-
raphers. Typically, how long do you have to get them? What’s your
window of opportunity in this or need for more resources in the
area of forensic analysis?

Mr. PLITT. Yes, there definitely is a need for resources, not only
on the investigative side, but on the cyber technical services or fo-
rensic side.

They are very, very adept at moving back and forth and playing
within the system, not only with respect to moving Web sites. And
in typical commercial operations, there’re quite a few different
types. There're advertising sites, and there’re content sites, there’re
billing sites, moving all of those—not just the sites, but also the
money associated with it. Once that money is collected in proceeds,
it can move very, very quickly through the Internet. So you have
the back end of that problem, as well.

Mr. PrrTs. Somebody mentioned the use of chat rooms. We've
had increasing concerns about those and Web sites popular with
kids that are used by the predators. From your experience, how big
of a problem are these sites? And are the organizers of these sites
cooperating with efforts to protect young users?

Mr. PLITT. Yes, our estimate would be that almost 30 percent of
this problem deals with Web sites, be they commercial or other-
wise. The other 70 percent are other methods, be it private
Fservers, be it IRC, Internet relay chat, even bulletin boards, even
older methods.

The ability to get into those is even easier. It’s quicker. So there’s
a significant amount of traffic. Even though we’re perhaps focused
today on the Web sites, we must pay attention to those other mech-
anisms, as well.

Mr. PitTs. Now, I know your focus is on the crime, but how
about victims? Do you work with NGOs, private organizations,
partner with them for appropriate care for the victims?

Mr. PLITT. Yes, we do. And at ICE, we prefer to focus on the in-
vestigative component of that. The State and locals are really the
masters at abuse and victim matters. For instance, if we believe,
as we execute a search warrant for, say, possession or distribution
of child pornography, that there might be a child in the house, it
is an absolute necessity to bring the State and locals on so they can
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t?ke, at least temporarily, custody of that child and help that child
along.

In addition to that, we rely on the NGOs for their counseling
services and for their interface with the public, which is not only
general outreach, but also deep education, as well.

Mr. PrrTs. Mr. Finch, I’'m told you had something you wanted to
comment on other questions?

Mr. FiNcH. Well, I was just going to respond to each of your
questions.

Mr. PITTS. Yes.

Mr. FINCH. Regarding how adept they are at hiding their loca-
tions, they’ve very adept at hiding their true identity and their lo-
cations. They generally park their Web sites on multiple servers
around the world, so that, when one server is discovered, they sim-
ple redirect their traffic to another customer or to another server.

And they exploit the unsecured servers or unsecured networks,
and they compromise boxes to park their images on so that, in the
event there is an arrest, the images are not located. And usually
where they park these boxes, it’s on a computer of an unwitting
user or customer.

They conceal their financial mechanism through a maze of online
payment services, and they use stolen credit cards. And, in many
cases, the stolen credit cards people aren’t going to report, because
those are the people who have used them on online sites, so it’s
kind of embarrassing. And they don’t report it for quite some time,
longer than the average individuals.

And as far the chat rooms, I'd like to give you an example. We've
had several pending cases against adults who use online gaming
Web sites that are popular with kids to befriend potential victims.
I know of at least three instances where adults traveled interstate
and had sex with minors they met through one particular game
Web site.

We are investigating several more allegations of similar illicit
conduct on Web sites. And video games, they’re increasingly avail-
able online. And we have the social networks, but the online gam-
ing sites seem to be more popular right now. And these are played
interactively with players around the world, so they have become
a target-rich environment for child predators.

Mr. PrrTs. Thank you. That’s very helpful.

Thank you, Mr. Chairman.

Mr. SMITH. Mr. McIntyre?

Mr. McCINTYRE. Thank you, Mr. Chairman.

And I thank the gentlemen for your testimony.

Let me ask Mr. Finch, on page 4 of your testimony, you talk
about utilizing a variety of investigative techniques, including ad-
ministrative subpoenas and database checks, to capture evidence.

And, Mr. Plitt, on page 3 in your conclusion, you say that C3 is
dedicated to identifying all individuals involved in international
criminal organizations, and so on, that are involved in this type of
child exploitation. What I'm wondering is: How do you accomplish
that initial step, in order to get to the database, in order to then
do the next step with the subpoena and you’ve got, once the search
warrant is executed, how you then seize it and deliver it through
the analysis?
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But what leads you to that step? What is the first step that tips
you off? Or do you have someone sitting there constantly, just mon-
itoring all kinds of sites? I'm trying to think of the practical way
that we can advise people to be forewarned and how they can note
when there’s a problem that would alert you to then find it worth
certainly the time and effort to investigate?

Mr. PrirT. Right. We have quite a few sources of information
that are quite obvious. One of the best, of course, is the Cyber Tip
Line out of the National Center for Missing and Exploited Chil-
dren, whereby individuals can provide information on what they
see on the Internet.

Mr. MCINTYRE. Is that a phone number or is that a Web site that
they can go to?

Mr. PLITT. It’s both. And they’re able to provide the information.
And then the information comes into NCMEC, where investigators
from ICE, and FBI, and quite a few organizations are able to see
if an investigation is already under way or to divide that investiga-
tive lead up.

Perhaps it’s more of a child sex tourism matter and may go to
ICE. And interstate might go to the FBI. It may be a postal matter.
That investigative agency can then take that and work it, but it’s
very easy to go on the Internet, be it an Internet relay chat, be it
a Web site, and find a place to start. Quite a few leads, quite a few
sources for investigative leads.

And then from there, we'll, of course, evaluate and prioritize the
most egregious and the perhaps largest sources for the pornog-
raphy.

Mr. MCINTYRE. For the record, could you tell us what Web site
people could go to if they have a tip that they want to give you,
just to know what it is?

Mr. PLITT. I'd refer them to the Cyber Tip Line, the National
Center for Missing and Exploited Children.

Mr. McINTYRE. OK. But I mean is there a Web site that John
Doe public, John could go to. What is this?

Mr. PrirT. CyberTipLine.com.

Mr. McINTYRE. OK. All right. And is there a phone number?

Mr. PLITT. Yes, but I don’t have that with me. I'm sorry.

Mr. McCINTYRE. OK. And then you also simultaneously, in addi-
tion to the tips and all, you have folks there at your center that
are also scanning and studying Web sites, as well, to look for red
flags, so to speak?

Mr. PriTT. That’s correct.

Mr. MCINTYRE. Mr. Finch, could you respond?

Mr. PriTT. He’s got the number.

Mr. FINcH. The phone number, 800-843-5678.

Mr. McINTYRE. OK. Now, would you like to respond to

Mr. FINCcH. Well, the National Center for Missing and Exploited
Children, plus our online investigative technique, where we have
FBI agents, officers in chat rooms, impersonating children, the
ICACs around the country. So we receive leads from ICE, as well.

It’s a collaborative effort, a number of investigative techniques,
as well as just working with our law enforcement partners. These
leads come in from other countries, as well. But in terms of a place
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where the average citizen can report it, NCMEC is the best loca-
tion, in my opinion. It’s a great resource.

Mr. McCINTYRE. All right. And if I could ask you, too, Mr. Chair-
man, Mr. Finch, you mentioned on page 5 of your testimony that
an issue that you have to deal with is outdated information up to
several years old. And then you say, “Once this is outdated, infor-
mation cannot be used to show probable cause.”

Mr. FINCH. Yes, sir.

Mr. MCINTYRE. Is there a certain statute of limitations you're re-
ferring to, or how do you define when it’s outdated?

Mr. FiNncH. Well, in terms of serving as probable cause, I can’t
cite the particular law. But when we’re looking at information on
a server that is not fresh, as with, say, Title IIls, for example,
when it’s not fresh, then that becomes a problem, especially if we
don’t detect the data for an extended period of time, 6 months, a
year. But to cite a specific law, I can’t.

Mr. MCINTYRE. It would be interesting if we could—do you know
the statute of limitations, what it would be?

Mr. FINCH. No, I don’t know that. I don’t.

Mr. McCINTYRE. Maybe they know. We're going to give you infor-
mation.

Mr. FINCH. It’s outdated when ISPs no longer retain data on an
e-mail address, while the data retention, that’s just—that’s an
issue where sometimes, depending on the size of the ISP, data is
retained for 30 days, 60 days, 90 days.

But if we go to an ISP for information, and it’s no longer there,
and we have traced an IP address back to a Web site, we cer-
tainly—there’s nothing there to use, because they have no require-
ment to retain the data for any specific time.

Mr. PLuiTT. And if I could clarify, I think you may be referring
to the statute of limitation of the individual crime. In our case, we
usually don’t reach that. We usually have an issue with, because
the data hasn’t been retained by the ISP, that we can’t go forward.

And there’s other smaller items, such as even if the Internet
service provider data is available, you can run into situations
where the individual has moved, in which case one element of prob-
able cause for a search warrant is going to be [inaudibile] indi-
vidual is still residing at that location. And then, by that time, the
information is stale, and away we go, so——

Mr. MCINTYRE. So I guess [inaudibile] because if an exploitation
has occurred of a child, and then they reach majority age—and
usually in many states they still have a right to make a claim, you
know, if they've still got evidence to prove that. So I just wanted
to make sure that folks would still have some hope, you know, be-
%fond just a few months or a few weeks, if that particular data may

e gone.

Mr. FINCH. 'm not aware of a statute of limitations on the actual
violation. It’s just in terms of having the evidence to prosecute or
move forward with that investigation.

Mr. PLITT. And as perhaps a point of hope, I mentioned before
that the data volume, the number of violators, the individual com-
ponent evidence of a case, data volume is huge. And what we see
though is that individuals tend to commit this crime time and time
again until they’re caught.
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So whereas perhaps the individual may have been missed simply
because of lack of probable cause, in some cases, inability to go for-
ward with the investigation, they oftentimes pop up again.

Mr. MCINTYRE. Thank you.

Thank you, Mr. Chairman.

Mr. SmiTH. Thank you very much.

Let me just ask you a few follow-up questions. The report for the
U.S. mid-term review points out that age is a significant issue in
identifying victims of commercially sexual activity of children. Do
you find that to be a problem, especially when they’re just under
the age of majority, you know, they’re 16 or 15 and may look older?
Is that a problem you find?

Next, if I could, on the issue of shelters, what kind—I know
you're primarily concerned about law enforcement—but what kind
of cooperation do you provide with the service side? I mean, the
mid-term report points out that one of the most glaring problems,
despite excellent progress in the field, they note that there’s a lack
of shelters and that juvenile detention certainly isn’t for a child
who’s been wounded in such a way, you know, inappropriate site,
for an exploited child. How do you work with that side of it, the
service side?

And on the issue of gangs, they point out that gangs increasingly
have been noted to be involved in the trafficking of children, espe-
cially American children within the United States. Another trend
is more organized ethnic groups of criminals victimizing children
systematically in ethically-based brothels and massage parlors.

The trend requires investigators who are focused on specific eth-
nic communities. Closed ethnic brothels and mobile sex rings often
present barriers to finding and prosecuting child traffickers. Maybe
you can comment on that, if you would.

And, finally—and this would go also with the issue of working
with the NGOs and the private voluntary organizations. You know,
we have with us Norma Hotaling from SAGE, who not only pro-
vides shelters, but John schools, you know, that new concept, rel-
atively new concept, for first offenders. You know, whether or not
you find some of these more breakthrough type of ways of dealing
with these issues helpful on the law enforcement side?

And, finally, when it comes to child porn sites, when you bust a
site, obviously, they have to have, I would think, IP addresses of
those who have been to the site. Are you able to backtrack and go
find out who they are? And I would say the same thing with credit
cards. How do you use credit cards? And the fact that so many peo-
ple use them, to go to these sites to catch these people and put
them behind bars, the users.

Mr. PLITT. I think I have most of them down. Let me start from
the beginning.

On your question about victim identification, although it’s not a
requirement these days, the prosecutors prefer to have a known
victim. It makes prosecutions or even the process of the individual
pleading out very, very efficient and effective. And one data system
that is shared for that is the National Child Victim Identification
Database, by which individuals are identified.

For prosecutions, though, children that appear 16, 17, it is dif-
ficult in the United States to go forward with that. It’s obviously
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the choice of the prosecutor, which is why, unfortunately, when we
do these, we tend to look for a series of children that are younger,
15, 12, 10, and unfortunately younger than that, so there’s a mat-
ter.

With respect to shelters, of course, at ICE we rely on the state
and locals for that matter. If we believe it’s going to be a significant
issue, we'll, of course, contact one of the NGOs who may be able
to provide us a lead in that direction.

I will note that, about 3 weeks ago, I was in St. Petersburg, Rus-
sia, and had a chance to view the number of children on the streets
there, just outside of the historic part of the city. And so shelters
are not only a U.S. issue; it is, without question, an international
one.

With respect to gangs, ICE, of course, can provide immigration-
related information on gangs and their trafficking, smuggling, a
pattern, so let us know, perhaps, what details might be of value to
the Commission and we will certainly provide that information.

Mr. SMITH. It was really a general question about whether or not
you're seeing a trending towards the gangs finding this a lucrative
way of gaining cash while they exploit young children.

Mr. PLITT. And I wouldn’t have that information, sir. I'd have to
refer back.

And let’s see. With respect to credit cards——

Mr. SMITH. And IP addresses.

Mr. PLITT. I'm sorry?

Mr. SMITH. And IP addresses.

Mr. PLITT. And IP addresses, yes, obviously, those were key com-
ponents to the investigation of the commercial child exploitation
Web sites. And a lot of those methods are still really law enforce-
ment-sensitive, but they certainly provide a path. It is our pref-
erence to follow the money, I can say that, of course, because that
tends not to move as quickly as the Web sites do. So I don’t know
if that’s helpful.

Mr. SMITH. I'm wondering about the technology. You raid a site;
you shut them down.

Mr. PLITT. Yes.

Mr. SMITH. Obviously, they have, you know, a plethora of IP ad-
dresses sitting on their site. Why can’t you just go on and follow
those leads?

Mr. FINCH. There are IP addresses which may indicate cus-
tomers, if that’s what you'’re referring to.

Mr. SmiTH. That’s what I’'m looking at, yes.

Mr. FINCH. Most of the time, servers like this have in the up-
wards of 9,000—you know, I'd just—an average of 9,000 IP ad-
dresses/customers. Many of the trails leading back to the customer,
depending on the time, are gone. You may have one IP address, but
looking at the origin of that IP address, that becomes a more chal-
lenging task.

And because we're talking about over a period of time and data
retention, people moving, and proxy servers, all the things people
use to avoid detection, if I—just to give you an example—if I am
going to visit a Web site, a pornography Web site, it would behoove
me to go through various proxy servers. So at some point in time,
going backwards, you're going to end up at a dead end.
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It’s not always the case. Many people aren’t that savvy. And then
we face the challenge of just no data being retained by the ISP. We
may have the final IP address but nothing to take it back to the
origin. So time is not on our side in that respect.

As far as victims are concerned, we have victim specialists within
our office who work with outside agencies for victims in every vio-
lation we investigate in the FBI.

As far as the gangs are concerned, we’ve not noticed any gangs
in the United States that are really specializing in child pornog-
raphy. Certainly, there are groups who do it on a regular basis.

Mr. SMITH. What about child trafficking

Mr. FINCH. Child trafficking, that’s something I'd have to check
with our criminal investigative division on, because they inves-
tigate the child trafficking aspect of the FBI.

Mr. PriTT. A few follow-up points. As an example, in the Rapay
investigation, which was one international commercial Web site, we
were looking at 100,000 financial transactions, which boiled down
to about 5,000 targets. And then, of course, they’d have to work
through the process that——

Mr. SMITH. Right.

Mr. PLITT [continuing]. Mr. Finch described.

Also, I would point out to the Commission one area of difficulty
that we often have, and that is the witness aspect of child sex tour-
ism prosecutions, usually what will happen—unfortunately, an
American will travel overseas. They will arrange to have sex with
a child, will come back to the United States, where they’ll be ar-
rested.

In order to prosecute that individual, you have to, of course, have
the victim, the witnesses, oftentimes the family travels to the
United States at significant expense and logistical difficulty. So
that’s another area for exploration later on.

Mr. SMITH. As well as the cooperation of that country.

Mr. PriTT. Exactly right, sure.

Mr. SMITH. Mr. Pitts or Mr. McIntyre?

Mr. MCINTYRE. I just might mention that I was asking earlier
about the statute of limitations just for clarification on the record.
And we talked about that on the database. But I do notice, in some
of the material provided, the Protect Act of 2003 says, in section
202, it has now abolished the statute of limitations for any such
crime that involves children. Sex offenders would not be able to es-
cape prosecution by the mere passage of time.

It used to be that it expired when the person then later reached
age 25. So that’s also a hopeful aspect, in terms of being able to
continue the opportunity for prosecution.

Thank you.

Mr. SMITH. I want to thank you both for your testimony and,
more importantly, for the work you’re doing to protect kids. Appre-
ciate it.

And if you do have any recommendations, not just through the
legislative shop, you know, you're on the front line. You see it. You
see where the gaps are. Either let them know, but maybe send us
a carbon copy so we can act on it, as well, because sometimes we
never hear about it. OK? So thank you so much.

Mr. FINCH. Appreciate it, sir.
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Mr. PLITT. Thank you very much.

Mr. SMITH. Appreciate it.

I'd like to now welcome our second panel to the witness table, be-
ginning with Linda Smith, who was first elected to Congress from
Washington State in 1994. In 1998, she founded Shared Hope
International to fight sex trafficking, commercial sexual exploi-
tation, and to serve the long-term restoration needs of women and
children in crisis.

In January 2001, Ms. Smith founded the War Against Trafficking
Alliance, which coordinates both regional and international efforts
necessary to combat sex trafficking. Ms. Smith also has been in-
volved in lobbying for legislation, including the Trafficking Convic-
tion Protection Act, and so I want to thank her for her work on
that and her very timely interventions on what that bill and ulti-
mately what that law should look like.

We’ll then hear from Carol Smolenski, who is the executive direc-
tor of ECPAT-USA, as well as the project director for the New
York City Community Response to Trafficking Project. In her 15
years working in the field of children’s rights, Ms. Smolenski has
served as liaison to the United Nations for both the Christian Chil-
dren’s Fund and the Defense for Children International, chairing
the Children’s Rights Caucus for the United Nations Conference on
Human Settlements, in Istanbul, Turkey, in 1996. She’s also
former co-chair of the NGO Committee on UNICEF Working Group
and the Rights of the Child and was on the NGO steering com-
mittee for the U.N. General Assembly special session on children
in 2002.

We'll then hear from Dr. Mohamed Mattar, who is the executive
director of the Protection Project at Johns Hopkins School of Ad-
vanced International Studies. Dr. Mattar has published widely and
testified extensively on the subject of trafficking in children before
Congress, as well as before the Russian Duma in 2004.

Prior to joining the Protection Project, he served as the legal ad-
viser to a number of governments and government entities, includ-
ing the United Arab Emirates, the Arab National Bank in Saudi
Arabia, and the Embassy of Saudi Arabia in Washington.

We'll then hear from Mr. Ernie Allen, who is chairman and chief
executive officer of the National Center for Missing and Exploited
Children and the International Center for Missing and Exploited
Children. Prior to this service, Mr. Allen was the chief administra-
tive officer of Jefferson County, KY; director of public health and
safety for the city of Louisville, KY; and director of the Louisville-
Jefferson County Crime Commission.

In his role with the international center, Mr. Allen also partici-
pated in the OSCE Parliamentary Assembly in Brussels this past
July, where his invaluable contributions concerning child pornog-
raphy were deeply appreciated and much respected.

If we could begin with you, Ms. Smith.

LINDA SMITH, FOUNDER AND EXECUTIVE DIRECTOR, SHARED
HOPE INTERNATIONAL

Ms. SMmITH. Thank you, Mr. Chairman, and distinguished mem-
bers of the Commission. Your work is admirable. I always love to
hear the history and realize there’s a few of you that just really
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hold down on the fort for human rights for children around the
world. We're honored to be before you.

Thank you for this opportunity to testify on the commercial sex-
ual exploitation of children in America. The very title is chilling.
I'm going to summarize my comments, but I would like to request
that my full testimony, the complete report from the U.S. Mid-term
Review on Commercial Sexual Exploitation of Children in America
and a video that I will include in my testimony be submitted for
the record.

Mr. SmITH. Without objection, so ordered.

Ms. SMITH. I'm honored to have the opportunity to present, along
with my colleagues, the fine news of this unprecedented review of
America’s efforts to combat this crime. I want to tell you a little
bit about Shared Hope to put our involvement in context.

For 8 years, Shared Hope has been building communities of res-
toration throughout the world. We have seven communities of hope,
and we have extensive restorative services.

It wasn’t very long, though, before we realized we needed to add
work on preventative measures. We were just plain, old working
downstream. And if we didn’t, we would not be able to impede
those who were actually buying and selling these children, and we
would just continue to have more victims of this terrible crime.

Shared Hope created the Predator Project, as part of an inter-
national movement to identify traffickers and their victims. So far,
the Predator Project has been conducted in more than 14 countries
identified as chief places of origin, transit and destination of global
traffickers. We've captured 150 hours—and actually more—of pred-
ators and their victims.

This past year, we moved the Predator Project into America. As
a part of this international project, we hired a very experienced re-
searcher that actually goes inside of the rings. The best way for me
to explain this is I think was the video that will be coming up after
this beginning of my testimony.

I want to explain to you that what we found in our initial look
at America, as well as what was shown clearly in the report, is
that the primary trafficking victim in the United States is not a
foreign child moved across borders. The strong majority of traf-
ficked children are domestic children moved within our borders,
which was addressed by Congress, and with an effort from you, Mr.
Chairman.

The new definition clearly says the American child, if commer-
cially exploited in pornography or exploited in prostitution, is now
a trafficking victim. What we've found was that these kids, when
identified, are called prostitutes, and they’re quickly moved into de-
tention when they're found, treated like a criminal, and then, when
released, put in a foster care system where they bleed out.

Now, that’s a terrible terminology, but they are bleeding. These
children end up going in and out of the foster care system. In a mo-
ment, 'm going to show you a video of the primary traffic victim
in the United States that we have little bits of—they’re actually
currently safe, but they were not then—little pictures of inside of
what the trafficking looks like in the prostitution in the United
States.
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We took a sampling from Atlanta, Las Vegas, Seattle, Los Ange-
les, Washington, DC, and other places in the United States. It’s not
just any one place. We did look at the primary sex markets, and
the ones I just mentioned are high on the list.

The footage—I'm going to give you a summary real quickly, be-
cause otherwise it will lose its—you will have not complete under-
standing. This is a part of hours and hours of video. For instance,
Amy. We call her Amy, and we don’t use their real names. And she
was orphaned at the age of 11.

Her parents died right after each other. She didn’t have extended
family. They were originally from another country, but they were
citizens. And she just didn’t feel like she belonged anywhere. You
can see this little girl trying to be tough in this, and she makes
it sounds like she’s all in control. She went cross-country.

And, by the time she was 15, she was clearly being marketed by
two pimps, one recruits—and one recruits the client, and one man-
ages her. She’s 16 now. She was 15 when she began working in the
last site. She lived at a hotel along a truck stop.

And you will see Marcus, who is the managing pimp, the street
manager that goes and gets the clients for her, in this video. Then
you’re going to see Amanda. She’s 16 now, and she’s been doing
this quite a while. I feel very—I really resist when they say these
16-year-olds are hard. Boy, they're hard, but they’ve been in it from
the time they’re 13, 14, 15.

You know, the idea that all of a sudden they started prostituting
at 16 or 18—no, they’ve been in it a long time, most of them. We're
going to be ready to say probably about the age of 13 is the average
age of entry into prostitution, maybe younger. Our partners say it’s
younger.

You'll find that Amanda is walking into a hotel. The security
guard there facilitates the signing in of the client. And the hotel
officials facilitate her prostitution. She lives at the hotel.

The next clip you'll see is a man at a computer. He’s actually
showing the researcher that he has a Web site, and that Web site
would easily be able to provide all kinds of product, should he bring
his tourists into America. He is posing as a man that is bringing
in tourists into America from another country.

What you're going to see with this is that he says—and brags—
that he has over a million people that come to his site. It might
be 5 million. It’s a lot. He’ll say it in his own years here on his site.

Earlier this year, to try to get our hands around this, as we
looked at America—and we’re not 4 the National Center for Miss-
ing and Exploited Children is so wonderful, and there are so many
groups, that we’re not trying to replicate anybody. What we’re try-
ing to do is figure out what it really is. It feels a little bit like Jell-
O to me. So I wanted to see what it looked like.

So I commissioned a cyber investigative company to conduct a 1-
month survey. And we gave them search terms, and they do this
for some of the law enforcement in the United States, also. But
what I did is I had them take a snapshot. So, first of all, we gave
them the driving terms, which you wouldn’t be surprised as what
they would be—“erotic tours,” “mail-order brides,” “international
modeling agencies,” “escort services,” “massage parlor full serv-
ice”—we qualified with to bring them down.
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My first pull was 2.2 million sites that were English sites. I de-
cided that was a little too many to look at. To reduce the number,
we brought it down to predominant players and filtered to active
non-directory or link sites. We pulled it down further by other de-
scriptions, and we came down to 5,094 sites.

Some of the findings are just startling. We’re not done yet. And,
again, we’re not looking at each site. We are referring sites if we
find something, but mainly we’re trying to figure out how they
market. And what we’ve found is they’re marketing to recruit boys
as clients, and they’re looking for girls, going both ways.

They’re looking for clients. They're in video games. They're send-
ing cartoon characters. Their pop-ups are very elusive. And I don’t
know if you can even do homework anymore the way that these are
aligned to recruit the boys.

Well, I think in the Nielsen rating is the last I saw showing the
clients going online and the numbers. And that was in 2003, and
we all used the numbers of 32 million individual users going on in
1 month. Well, of the 5,094 sites, the highest number is 5 million
in a month. We tracked them for a month and counted the num-
bers going on. I think that the numbers now are blowing it away.

I think that the reality is, is that it’s growing. Looking at the
numbers we got, compared to any study, it’s growing. And, again,
we're not trying to prove beyond that right now. We’re trying to get
our hands around, is it growing? And, yes, it’s growing.

What I would like to do is show this brief video so that you can
see that we’re going to continue to have our law enforcement not
see these as trafficking victims. And most likely, one of our biggest
goals will be to get these girls identified right and treated with re-
spect.

[Plays video.]

Ms. SMITH. As we move forward, the U.S. Mid-term Review on
the Commercial Sexual Exploitation of Children in America identi-
fied five key issues which stand out as the most immediate and ur-
gent needs to protect America’s children, and I'm going to highlight
the issues and then allow my colleagues to further explain.

There is virtually a lack of programs focusing on the buyer cre-
ating demand in America. There’re some creative programs, like
Norma Hotaling’s program, that helps deter after the first offense,
but very little that draws on and explains the danger of child por-
nography and the victimization that results.

There’s an alarming growth of online child pornography. The re-
port had practically every speaker and every presenter mentioned
their concern or their lack of ability to know how to manage the
fact that the kids are bought and sold online. There’s a lack of
available state resources targeted towards effective and secure
services for victims, especially physical shelter.

And we found a need for continued and improved cooperation be-
tween local law enforcement, non-government providers, and the
federal government, and, finally, a need for continued legislative
focus. I won’t focus on this very much because Dr. Mattar will, but
the thing that comes to my mind is we have to decriminalize the
prostituted minor. She now is called a prostitute; she thinks she is
one; and the restoration process, when you are treated like a crimi-
nal, called a prostitute, is a long process.
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In India, we have a 7-year program because these children are
so traumatized as we raise them. In America, I would love to have
them for seven days in a safe environment, and so often we can’t
hold them to protect themselves from the pimp, and they end up
back on the streets.

Perhaps what challenges us the most is this: We do not have
child prostitutes. We have prostituted children. We have to change
our language.

Through the exploitive vehicles of child pornography, prostitu-
tion, sex tourism, and sex trafficking, demand is being fueled, re-
quiring younger and younger, more inexperienced product. Legal
pornographic Web sites link the illegal Web sites. And porno-
graphic images of children create demand for direct sexual conduct
with child victims.

Our goal with these findings is to bring greater awareness to the
public at large, stronger laws that bring justice to the victimized,
and appropriate and secure restorative services for the victimized.

Mr. Chairman and Mr. Pitts, on behalf of these children and the
thousands more whose stories we’ll never hear, we urge you to take
aggressive action to protect our Nation’s children. Thank you for
the opportunity to share.

Mr. SmITH. Thank you so very much for your leadership and your
testimony.

Ms. Smolenski?

CAROL SMOLENSKI, EXECUTIVE DIRECTOR, ECPAT-USA

Ms. SMOLENSKI. Thank you so much for the privilege of testifying
here today, Mr. Chairman. And thank you so much for your leader-
ship on this issue over the years. Of course, we're all very aware
of what you've done for children and women all over the world on
the issue.

It’s my job here today to talk about the international process, the
World Congress process, and how this fits into what has gone on
in other countries and what we hope will still go on, so I have to
give you a little bit of background on ECPAT.

ECPAT-USA is the U.S. branch of an international children’s
rights organization based in Bangkok. The ECPAT began as a cam-
paign in 1991 aimed at solving the problem of child sex tourism—
that is, of course, people who travel abroad to sexually exploit chil-
dren—initially focused only on four countries: Thailand, Taiwan,
the Philippines, and Sri Lanka.

In 1996, ECPAT changed its mission to the much broader one
that is now our new name, to end all forms of commercial sexual
exploitation of children, including prostitution, pornography, and
trafficking.

When ECPAT was founded, the campaign worked for 3 years—
it was only a campaign at that stage, not an NGO—in more than
20 countries to uncover the hidden world of commercial sexual ex-
ploitation of children. The ECPAT files became filled with terrible
stories of trafficking, of pornography, and of exploitation, which
have now become, unfortunately, common knowledge.

ECPAT’s main focus was on lobbying to get legal changes which
would give more protection to children in the original target coun-
tries. As ECPAT began to work more closely with international law
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enforcement groups, tourism agencies, and national NGOs, it was
increasingly clear that child commercial sexual exploitation could
not be solved by any single nation working alone.

As a result, ECPAT convened a consultation of governments and
NGOs in Bangkok in 1994. Out of the consultation came the rec-
ommendation that an international congress was urgently needed
so that governments could plan together measures which would
end this widespread abuse of children. And it was out of that rec-
ommendation that the World Congress process was born.

The First and Second World Congresses were both sponsored by
ECPAT International, UNICEF, and the NGO Group on the Con-
vention on the Rights of the Child. When the First World Congress
took place 10 years ago, most countries were just waking up to the
fact that the world community had done little at that point to con-
front this terrible form of child abuse.

The 122 countries that attended the First World Congress, which
took place in Stockholm and was sponsored by the Government of
Sweden, they unanimously to a declaration and plan of action to
address child commercial sexual exploitation, both within their own
countries and internationally.

Many governments changed their laws to protect their children
and began programming for the preventive and protective services
that need to be in place to protect all children’s right to grow up
free of sexual exploitation. NGOs were a major part of the effort,
lobbying for changes and working with communities and with
youth themselves to speak out, and to plan, and to carry out child
protective programs.

By the time the Second World Congress was held in Yokohama
in 2001, the world was a different place. Not only was there a far
wider level of consciousness in both government and civil society
about the fact that children were being sexually exploited, but
there was an almost universal acceptance of the concept that chil-
dren had special rights that needed to be protected in order for
them to group up as fully developed human beings. By that time,
the Convention on the Rights of the Child was almost universally
ratified.

The 136 countries in attendance at the Second World Congress
recommitted themselves to the agreements made in Stockholm and
pledged to continue their work to eradicate the commercial sexual
exploitation of children in all its forms everywhere. While a lot of
progress has been made, we still have a long way to go.

The mid-term reviews that have taken place around the world
over the last two years were part of this international effort to as-
sess progress towards the goal set out in both Stockholm and Yoko-
hama. The mid-term reviews have taken place in every region of
the world by now, the U.S. review being the final one. These re-
views were planned as a way of identifying was has and has not
been done in every country, in every region to end the commercial
sexual exploitation of children. Each review addressed the problem
within a particular national or regional context.

In a world where borders are porous and technological advances
have brought us all together into one global community, it’s not
surprising that the results of many of the mid-term reviews were
similar to those results of the U.S. mid-term review. We’ve heard
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in the many mid-term reviews about the need to increase attention
to the demand side of child sexual exploitation, the exploiters who
are so often left off the hook.

We've heard the need to increase vigilance about the Internet
and new technologies as entry points for child exploitation. In
many places, there is a need for more data and monitoring instru-
ments so that we know how we are doing in the fight against it.
As we do—we need more in the United States, as well. Prevention
education for both boys and girls and greater intergovernmental
and intersectoral cooperation were all refrains heard everywhere
and echoed in the United States.

I looked at a couple of the mid-term reviews in preparation for
this hearing, just to see how the United States measured up, be-
tween what we learned in our mid-term review and what other
countries have learned in their mid-term reviews. And it was inter-
esting how very similar we all are, kind of on the same page. De-
mand was always up there. Prevention and the new technologies,
I mean, I guess those are sort of the main commonalities.

I wanted to just point out two areas in comparing the other mid-
term reviews that I want to just talk a little bit more, not in great
detail, about one area the United States I think is really a leader,
and the other is one where we, as all the other countries, can defi-
nitely do better.

In some regions, there’s a very strong need for additional and
better legislation to protect children, to criminalize child sexual ex-
ploitation in all its forms, including prostitution and pornography.
And I know you’ll probably hear more about that, both from Ernie
and from Mohamed.

But when you look at the legal framework at the Federal level,
in the United States, we actually have a very good background al-
ready. I mean, partly, of course, it’s due to your leadership in mak-
ing sure that the legislation is there at the Federal level. It’s at the
50-State level that I think the battle might have to move, 50 more
battles that we have to face to make sure States are in conform-
ance with what good is being done at the U.S. level. And I think
that the United States presents a pretty good model for other coun-
tries at the Federal level.

In other areas, the United States, like so many other countries,
is not yet successful in involving children and youth themselves in
speaking out against child trafficking. While there is some excel-
lent international examples here and there around the globe—and
in the United States, no doubt—for the most part, we’re still all
challenged by how to empower young people themselves to partner
with us in speaking out, which of course would go a long way to-
wards the prevention efforts that we all feel are needed.

The mid-term review, I thought, was an excellent benchmark for
future work. It will keep us focused on priority areas, and I think
it’s a pretty fair assessment about how the United States is doing
in its national efforts, and we hope that it will be presented to a
Third World Congress against commercial sexual exploitation of
children when it is finally organized.

I have additional comments that I'll leave here, but I just want
to say what a pleasure it has been to work with my committed
partners at the Protection Project and at Shared Hope Inter-
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national in working on the mid-term review. And I really feel like
we are working together in a great national effort to protect our
children, and it’s very inspiring.

Thank you.

Mr. SmMiTH. Thank you. Youre very inspiring. Thank you, Ms.
Smolenski.

I'd like to now ask Dr. Mattar to present his statement.

MOHAMED MATTAR, EXECUTIVE DIRECTOR, THE PROTEC-
TION PROJECT, JOHNS HOPKINS SCHOOL FOR ADVANCED
INTERNATIONAL STUDIES

Dr. MATTAR. Thank you.

Thank you, Mr. Chairman, Mr. Smith, Mr. Pitts.

I am really privileged to be here today and testify before you on
the further legal measures that I believe that the United States
should adopt to fully and effectively protect our children from com-
mercial sexual exploitation. So I will confine myself to issues of the
law and nothing else.

And a review of the United States’ recent legislative enactments
against sexual exploitation of children reveals an existence of a
very comprehensive legal framework that reflects, in my judgment,
three main aspects, what I refer to as the three E’s: expansion of
criminal liability; extension of territorial jurisdiction; and enhance-
ment of child protection, including the abolition of a statute of limi-
tations. Every time we have a sex crime that involves children, no
longer we have a statute of limitations, thanks to you, thanks to
the Protect Act, thanks to section 202.

So all the legislative measures that we have here in the United
States fully comply with international legal standards. And here I
would like to note that the U.S. Senate, on August 7, 2006, this
last month, voted to ratify the Council of Europe Convention on
Cybercrime of 2001, that took effect in 2004. I think this is a step
in the right direction, especially with the problems that we have
on the Internet and technology.

However, I find it appropriate also—and you allow me that every
time I come and testify before you—to highlight some additional
measures that perhaps you may consider in future amendments to
existing laws.

First, we have a number of laws that do exist, but I am not sure
that we allocated enough funding for these laws. I'll mention three
of them, and you offered the three of them.

The first, conducting research on the numbers of victims of com-
mercial sexual exploitation of children, especially trafficking chil-
dren, Congress recognized in the Trafficking Victims Protection Re-
authorization Act of 2005 that, and I'm quoting, “No known studies
exist that quantify the problem of trafficking in children for the
purpose of commercial sexual exploitation.” So I believe that fund-
ing must be allocated for that purpose.

Also, funding must be allocated to give effect to the provisions
that you added in 2003 warning American tourists, travelers who
travel to a country where sex tourism is significant. I believe that
is an excellent preventative measure that you added in 2003. I'm
not sure that we are fully implementing the provision.
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Another provision that was added in 2005, and that is estab-
lishing programs to enhance State law enforcement officials’ capa-
bilities in prosecuting demand and providing services for victims.
I think this took the issue of trafficking, domestic trafficking, and
prostitution to a Federal level, but I'm not sure that enough fund-
ing is there to implement that particular provision.

Second, we do fully understand the issue of identification of vic-
tims of trafficking very well, and especially victims of trafficking.
Until March 1, 2006, we identified and we signified only 87 minors.
And I'm sure the number is huge, but I think we are failing when
it comes to identifying victims of trafficking.

Third, [inaudibile] the criminal liability, the U.S. law should
shift the focus towards penalizing the purchaser of sexual services.
Unfortunately, we are arresting victims and not always arrested
purchasers of sexual services. In Boston, for every 11 females, we
arrest one purchaser of sexual services. In Chicago, for every nine
females, we arrest one purchaser of sexual services. In New York
City, for every six females, we arrest one purchaser of sexual serv-
ices.

This has to change: More focus on demand, I believe, is the good
thing to do. And perhaps Congress would like to consider an
amendment to that effect in the Trafficking Victims Protection Act.

Also, I have another amendment to propose, since, Mr. Chair-
man, you mentioned human rights. And perhaps we should go to
foreign countries and ask for in country an additional question on
the section 108 of the Trafficking Victims Protection Act, and that
is whether a government of a foreign country cooperates with
NGOs and other elements of civil society in adopting preventative
measures and protective measures.

Unfortunately, in many countries, NGOs and elements of civil so-
ciety do not function freely. And I think an additional standard to
that effect would be very helpful.

Fourth, reforming the law itself is not enough. What is more im-
portant is to change the functional equivalent of the law, the be-
havior, the customs, the traditions. And that is why I was really
encouraged by the recent prosecution of the “Girls Gone Wild” vid-
eos’ producers. They agreed to comply with section 2257. They have
to tell us, what is the age of that minor who we see in the video?
And they were fined $2.1 million. I think this is something that the
Department of Justice should be praised for.

Fifth, adequate and effective enforcement of the U.S. law against
commercial sexual exploitation of children depends on, in many
cases, upon the following law, since the problem is of transnational
nature. For instance, the age of legal consent varies from one coun-
try to another, double criminality encourages for shopping. And we
applaud the Swedish law when it comes to trafficking, but unfortu-
nately with sex tourism, the Swedish law is not a good law. The
law of Switzerland is not a good law. The law of the Netherlands
is not a good law.

So we have to work to work changing these law. How do we do
that? It is the policy of the United States, under the Trafficking
Victims Protection Act section 109, to go and help countries draft
anti-trafficking legislation. And since October 2000, over 100 coun-
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tries adopted new laws on trafficking in persons, thanks to the
United States.

I believe that we should do the same thing in the area of child
pornography. We should do the same thing in the area of child sex
tourism. And we should do the same thing in the area of Internet
crimes, because we have an experience that proved that we are
successful. And we changed the legal map around the world. In
2000, we basically have nothing on the area of trafficking; now, we
have over 100 countries, and the United States helped these 100
countries to enact laws.

Finally, because I don’t want to take more time of the Commis-
sion, the Internet is widely used for the purpose of engaging chil-
dren in commercial sexual exploitation. It’s not my specialty; it’s
Mr. Allen’s specialty. I'll give it to him. But it is noticed that
there’s only a few countries that have laws aimed at combating
Internet-related crimes against children.

I believe that an international convention on the Internet and re-
lated crimes, similar to the Council of Europe Convention on
Cybercrime, is needed to mobilize countries to enact Internet laws
that protect children from commercial sexual exploitation. And per-
haps the United States would consider introducing the idea of an
international convention or at least an international declaration in
the upcoming Internet Governance Forum, the ICF, which will be
help next month in October in Athens, Greece.

In conclusion, let me really applaud your leadership, your com-
mitment. In less than six years, we have a comprehensive legal
framework. And thank you so much for holding this very important
hearing.

Mr. SMITH. Dr. Mattar, thank you very much for your kind
words, but more importantly for the work you do.

And I think everyone should be very clear that each of the laws,
the Trafficking Victims Protection Act of 2000, 03, and ’05, would
not have been possible without the input, the language, the guid-
ance that you and others provided by way of your experience, even
legislative text as to which way we should go.

The Helsinki Commission and its staff worked very hard on it,
the International Relations Committee and other interested par-
ties. So it was a true bipartisan piece of legislation, but I think—
and your point about NGOs and part of the minimum standards is
well-taken, because we could not have written that law with any
kind of insight or kind of wisdom had it not been for the NGOs.
So I think your point, in terms of including that, as well as your
other recommendations, are very well-taken. So thank you for that.

And now I'd like to go to Mr. Allen.

And I would like to note that Congressman Rick Renzi, a Mem-
ber of Congress from Arizona, very interested in these issues, has
joined us. Rick, if you’d like to come up, depending on your time?

Mr. Allen?

ERNIE ALLEN, PRESIDENT AND CHIEF EXECUTIVE OFFICER,
NATIONAL CENTER FOR MISSING AND EXPLOITED CHILDREN.

Mr. ALLEN. Thank you, Mr. Chairman, Mr. Pitts. As you know,
I have submitted written testimony. And, with your permission, I
would like to briefly summarize it.
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Mr. SMITH. Without objection, your full statement and anything
attached to it will be made a part of the record, and that goes for
all of our witnesses.

Mr. ALLEN. Thank you very much.

In my written testimony, I talk in some detail about the work of
the National Center for Missing and Exploited Children and the
International Center for Missing and Exploited Children.

I won’t go over that, but I do want to mention in particular the
focus of the international center is on building capacity around the
world to attack this problem. Our international center has now en-
tered into former partnership agreements with Interpol, with the
Hague Conference on Private International Law, with the Organi-
zation of American States, and others.

And, as has been mentioned by the panel, a particular area of
focus for our international center is child pornography, which has
absolutely exploded with the advent of the Internet. You said it in
your opening remarks: Commercial child pornography has now be-
come a multibillion-dollar industry.

Through our cyber tip line at the national center, which was
mandated by Congress in 1998, since that time, we have handled
more than 420,000 reports from the public and from Internet serv-
ice }Il)roviders, 90 percent of which have dealt with child pornog-
raphy.

Most people don’t understand what this problem really is; there’s
a real misconception. But what we are finding and what law en-
forcement is finding is that the victims are getting younger and the
content, the images, are becoming more graphic and more violent.

From the data on the hundreds of offenders who have been iden-
tified to date, we can report to you that 39 percent of those offend-
ers had images of children between the ages of 3 and 5. And 19
percent had images of children younger than 3 years old. This is
not what America thinks it is.

Children have become a tradable commodity. Russian news agen-
cies reported in 2002 that increasingly organized criminals, extrem-
ist organizations, and terrorist groups are moving into child traf-
ficking and child pornography and away from the traditional com-
modities, drugs, guns, tobacco, for very basic reasons: children are
plentiful and easily accessed; child pornography is easy and inex-
pensive to produce; there is a huge consumer market for it, making
it enormously profitable; and, finally, historically there’s been vir-
tually no risk, far less risk than trading in drugs or guns.

One of the primary challenges we face today—and Dr. Mattar
mentioned it in his comments—is that few of the world’s nearly 200
countries have any kind of meaningful system or capacity to ade-
quately and effectively combat the sexual exploitation of children,
especially through child pornography.

In November 2004, in partnership with Interpol, we began re-
searching the child pornography legislation in place in the 186
Interpol member countries. We looked at the law on the basis of
five primary criteria: Is there a specific law criminalizing child por-
nography? Do the statutes of that country define child pornography
by law? Does the law criminalize the use of a computer, computer-
facilitated offenses? Does the law criminalize the simple possession
of child pornography, regardless of intent to distribute? And, fi-
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nally, does the law require Internet service providers to report sus-
pected child pornography on their systems to law enforcement or
to some other mandated agency?

Once we completed that analysis, we contacted the Ambassadors
of each of the Interpol member countries at their Embassies in
Washington, DC, or, in the alternative, their Ambassador to the
permanent mission at the United Nations in New York. We asked
each country to verify and validate the research and to provide us
with any corrects or explanations that were necessary.

The report that we produced contains all of that input. And in
April of this year, we published a report summarizing the findings.
Mr. Chairman and Congressman Pitts, we were stunned with what
we found.

What we found was that, of the 186 member nations of Interpol,
95 have no law whatever on the subject of child pornography. In
most of those countries, it’s not even a crime. In 122 countries,
there is no law that specifically addresses the distribution of child
pornography via computer. In 149 countries, the term “child por-
nography” is not defined by law. And in 136 of the Interpol member
nations, the possession of child pornography is not unlawful.

There are 63 countries around the world that do have legislation
specific to child pornography which we found inadequate, and only
27 countries had a law that we found to be adequate. Twenty two
countries had enacted legislation in four of the five categories. And
I should add here that all of these 22 countries did not have law
mandating ISP reporting, which is very difficult in a number of
countries. So we think that a four or five is excellent record.

But just five nations, out of the 186 member nations of Interpol,
had enacted law in all five categories, and those nations are Aus-
tralia, Belgium, France, South Africa, and the United States.

As you mentioned earlier, we were honored to be able to play a
part in the July meeting of the Parliamentary Assembly of the
OSCE in Brussels. And, Mr. Chairman, we are grateful for your
resolution, and we’re proud to have the chance to work with Con-
gressman Pitts, who spearheaded the effort, which we think was
historic.

This was not an easy sell to all of the participating countries.
And the fact that there was unanimous support of the delegation
I think is testimony to the kind of leadership that Mr. Pitts and
your delegation provided.

But even within the OSCE, even within the member states of the
OSCE, seven of them had no law at all on the issue of child pornog-
raphy; 16 do not criminalize the possession of child pornography;
and just three had enacted provisions in all five categories. There’s
a lot of work that needs to be done, and we think the passage of
your resolution provides an extraordinary platform on which to
build, to mobilize nations, and to persuade more nations to enact
these important statutes.

Let me mention two other things very briefly, two other actions
we're taking in attacking this problem. I mentioned that there is
a staggering lack of capacity among law enforcement around the
world to investigate and prosecute these kinds of crimes. In part-
nership with Interpol and with the support of Microsoft, we have
been through our international center training law enforcement of-
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ficials around the world in the investigation of computer-facilitated
crimes against children.

To date, more than 1,600 law enforcement officials from 92 coun-
tries have completed the training. And we have tried to take the
training to where the need is the greatest and where these law en-
forcement officials are. So among the places in which we’ve held
these sessions have included Brazil, China, Costa Rica, Croatia,
Japan, Jordan, Romania, Russia, South Africa, and Thailand, just
to mention a few. Sessions are planned in upcoming months in
India, Morocco, and Panama.

And then, finally, you've talked about the importance of the com-
mercial aspects of this problem. One of the things that we recog-
nized early on is that the shear magnitude of this issue makes it
virtually impossible for law enforcement to arrest and prosecute ev-
erybody. So our approach has been to say, “How can we follow the
money? How can we eliminate the profitability? How can we stop
the payments and shut down the sites, always giving law enforce-
ment first crack, but mobilizing the financial industry to try to at-
tack this problem?”

Thanks to the leadership of the chairman of the Senate Banking
Committee, Senator Shelby of Alabama, we have convened a finan-
cial coalition against child pornography that now includes 23 of the
world’s most prominent financial institutions and Internet industry
leaders who have joined together around a common goal, and that
goal is to eradicate commercial child pornography by 2008.

Now, the members of the coalition include MasterCard, Visa,
American Express, Bank of America, Citibank, PayPal, Microsoft,
America Online, Yahoo, Google, and many others. And everyday
we're bringing new financial institutions into this coalition.

The members of the coalition represent 87 percent of the U.S.
payments industry, measured in dollars running through the sys-
tem, yet our goal is 100 percent, and we are actively meeting with
banking and financial leaders around the world to mobilize inter-
national participation. We’ve met with the European Banking Asso-
ciation. We met with Central American bankers, a Singapore-based
bank. Standard Charter Bank is mobilizing Asian financial institu-
tions in the effort. But there’s a lot more to be done.

In conclusion, Mr. Chairman, what can you do? What can the
Helsinki Commission do?

First, we hope that you will continue to lead and help us moti-
vate and involve legislators around the world to pass legislation at-
tacking this problem. At a minimum, it has to be a crime, and in
most of the world it’s not.

Second, we hope you will help us motivate and involve financial
institutions and financial leaders to help us take the money, take
the profitability out of this equation.

And, third, I echo my colleagues on this panel in saying that we
hope you will continue to help us wake up Americans and people
around the world about the true nature and extent of the sexual
exploitation of children.

Thank you, Mr. Chairman.

Mr. SMITH. Mr. Allen, thank you very, very much. And the work
of your organization is extraordinary, so thank you so much.
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Let me just ask you a couple of questions. You mentioned that
Microsoft and some of the others are part of this coalition. Since
detecting and filtering capabilities are enormous—and it seems,
when you have a dictatorship, like in China, the ability to control
the Internet is really very, very much facilitated by many of these
very same companies that are willing to work with you and with
all of us on cracking down on this hideous crime.

What is your view as to what they might be able to do? And over
and above joining a coalition, I mean, they have the ability to de-
tect this garbage. You know, freedom of speech, First Amendment
rights are not absolute. We all know that. Obscenity is not a pro-
tected right. Even the Supreme Court acknowledges that, child por-
nography equally not a protected right under free speech.

Why are we not able to take that enormous technical capability
and use it to filter out this filth, which really is a crime doubly,
one when the actual filming and exploitation occurs, and, secondly,
when it’s replicated and in access of the site into additional crimes.

Mr. ALLEN. Well, not only can we, but we must. Six of the lead-
ing Internet service providers have now joined with us in an effort
to try to develop technology using a variety of techniques, including
the sort of fingerprinting images, so that they can be identified
automatically and interdicted.

Those six companies are Microsoft, America Online, Yahoo,
EarthLink, and a company called United Online that has several
ISPs, including NetZero and some of the other. Each one of those
companies has committed to provide their best and brightest and
to work with us to try to develop technology tools and solutions to
do exactly what you're talking about.

Now, there are some constraints and there are some balances.
One of them is that, historically, we have—other countries, for ex-
ample, have done more. In the U.K., the Internet Watch Founda-
tion and other groups have aggressively gone out to identify, block,
and filter.

Our priority here has always been arrest and prosecution, and
sometimes those two things are in conflict. So what we have done,
as a result of this initiative by the ISP world, is to go to federal
law enforcement and try to negotiate a balance. And both the FBI
and ICE, who were on the earlier panel, have agreed to that proc-
ess.

Our primary concern is still making sure that—I mean, blocking
it is not enough. Blocking it keeps people from seeing it. It attacks
the demand side, but it doesn’t help us identify the perpetrator, nor
ltioes it help us find the victim. And finding the victim is absolutely

ey.

So we have developed a process through which the first priority
will always be law enforcement. So they will get first crack at all
of the sites we identify and provide. However, they have agreed to
dramatically shorten the time period in which they make the deci-
sion to investigate or not investigate.

So they will have to make a pretty quick decision about whether
they’re going forward. If they don’t, what we at the National Cen-
ter for Missing and Exploited Children will do is, every site we
identify, every URL with illegal child pornography content, we will
capture that URL on a list, and we will provide those lists to all
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of the 250 ISPs who are reporting child pornography to us via con-
gressional act in 1998, with a direction to them that, one, this is
a violation of their terms of service agreement. And they have the
absolute right and absolute authority to take down those sites.

And then, at the same time, we'll be trying to develop technology
that will categorize those images in some appropriate way so that
we can identify their transmission in other places and block them.
So the answer is, there is not a solution at this point. But in my
judgment, there is a commitment on the part of this industry—they
want this stuff off their systems. These financial companies don’t
want to make money from it. And it’s a violation of the payment
system to use a credit card or any legitimate payment mechanism
for the purchase of illegal content.

So I think there is movement in that area, but there’s still a lot
of work to be done.

Mr. SMITH. Do you have the resources, your center? We heard
earlier Mr. Plitt say that he could easily a tripling of resources and
still that probably wouldn’t be enough, at least if I took the gist of
what he said correctly.

Mr. ALLEN. Mr. Chairman, if I could—and it’s a little presump-
tuous—I’d like to answer their question. And my answer is, I think
there is a significant need for Congress to provide substantially
greater resources to Federal law enforcement.

We have advocated, as have others who are here today, for en-
hanced personnel, agents and analysts for the FBI’s Innocent Im-
ages national initiative, for the Cyber Crimes Center. We think
there’s a significant need for additional resources for the FBI’s In-
nocence Lost initiative, which is attacking the problem of child traf-
ficking. We think there’s greater need for forensic support for law
enforcement.

These Internet cases are hard to make, and theyre time-con-
suming. So I did not ask either our appropriators, either Chairman
Wolf or Chairman Shelby, for additional funding for the national
center. I think we have adequate funding now to do what we're
doing. As law enforcement does more and as this problem grows,
that may change in years ahead.

I think the priority today is to dramatically enhance the support
we're providing to law enforcement to investigate this seemingly
endless list of suspects.

Dr. MATTAR. And if I may add, and it really paid off. When we
allocated funding for the Department of Justice and FBI in the
area of child sex tourism in the last 3 years, we have 34 cases that
have been prosecuted in this country, compared to—prior to 2003,
we basically had one successful case, from 1994 to 2003.

So definitely allocating funding would help. And the area of child
sex tourism, I think, proves that.

Mr. SmITH. Yes, I agree. Personnel is policy. If you have enough
people, you can make the difference.

Let me ask—unfortunately, we’re being summoned to the floor
for a series of votes, but I just—and I will have some additional
questions, if I could, which we’ll submit to you. And your ideas, I
think, are the gist of what will become additional law, so I want
to thank you for that. You all have made so many good rec-
ommendations here today.
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I would want to ask you, in the report, it mentioned gangs. And
I asked the previous panel, which they indicated they’re not sure—
they’ll get back, I think—whether or not gangs are now, you know,
finding this a lucrative way of making profits, that is to say child
exploitation through child pornography and child prostitution, or
children who are prostituted.

Let me ask you also about internationalizing a Megan’s Law con-
cept to ensure that we’re not sending—or at least there’s ample no-
tice when a pedophile leaves our shores, as well as when one comes
here. It’s hard enough, I know, to do it interstate right now. But
it is working in many states where there is a Megan’s Law. And
there will always be glitches, but it seems to me the more we try—
what would be your feeling on that?

I do have a number of questions. The 95 countries that have no
laws against child pornography, would that be something we
should put in the next iteration of a trafficking law as a minimum
standard or do you think child pornography should have its own
new initiative, because it is such a crisis, to try to get countries to
join in? I mean, I've got a lot of questions, but not much time.

Ms. SMmiTH. Well, I want to make one comment, that child por-
nography is trafficking. I think we heard earlier testimony that dis-
tinguished prostituted child as a child prostitute and then, oh, the
gangs might be dealing with trafficking. I think we have some ter-
minology problems.

You changed in 2005 the rules in America, and they say a child
who’s in prostitution or commercial sex or pornography is a traffic
victim. So I think that that’s the top issue.

So, yes, internationally, we should push this forward and model
laws. And the way you’re doing it now with pornography—but I
will certainly let me—you have a very short time to run. I'll let my
colleagues answer that.

Ms. SMOLENSKI. I'd like to make a comment about the gangs and
the Megan’s Law questions. The mid-term review, of course, is not
just based on us, as the experts, but it brought a number of service
providers into the room to talk about what they’re seeing and an-
swer a questionnaire. So what the mid-term review has is all of
that information in there.

I think you’d be hard-pressed to talk to a service provider who
has not found gang involvement with child prostitution these days.
There’s only anecdotal information, of course, because we don’t
have the good statistics, the good numbers, the good research, that
will actually translate into, you know, the best policies. But, yes,
gangs are definitely a part of it and a growing part of it.

And as to there being an international Megan’s Law, absolutely.
As working for an international organization—I'm going to talk
even faster, because I hear the buzzer going. No question about it.
It’s actually a recommendation that ECPAT has had to a number
of countries over the years.

We work in Belize on a sex tourism project. The RSO at the U.S.
Embassy in Belize told me that 25 percent of the people in the
United States who they know live abroad but have been convicted
of a sex crime in the United States live in Belize. And they don’t
really kind of have a good handle on, you know—he didn’t tell me



36

why they know that. But they’re all over the place. The govern-
ments there can’t really deal with it.

Dr. MATTAR. Let me agree with you that I think pornography is
and should be addressed under the trafficking victims protection
act. Is it addressed implicitly? Yes, under 102, when you define
commercial sex act, you can make the argument that commercial
sex act includes pornography.

But I would like to do with pornography what you did with child
sex tourism. Under the original act, child sex tourism appeared
twice, 102, when you define the sex industry, and then 105, when
you said these are the functions of the task force. But you never
said anything about child sex tourism.

You did in 2005, when you added another minimum standard.
We'’re going to go to countries and ask, “Are you doing something
about child sex tourism?” I think we should do the same thing
about pornography and ask the countries the same question.

Mr. ALLEN. I agree 100 percent. I think it’s absolutely appro-
priate. It’s a prime opportunity for American leadership and the
leadership of other countries on this issue, regarding the applica-
tion of Megan’s Law internationally. It’s unbelievably important.

These offenders are mobile. When Mr. [John Mark ] Karr, what-
ever he’s responsible for, when he fled the child pornography
charges in California, he flew to Thailand where nobody knew who
he was or what his history was. Operation Predator, operated by
ICE, has demonstrated over and over again that offenders from
other countries come here, where we have no knowledge about
their history or prior record.

We have got to internationalize the kind of process, because
these offenders go to places where they are anonymous and where
they have easy and legitimate access to children.

Mr. SMITH. Would you recommend that we make that one of the
minimum standards? Well, we will be next year, obviously, crafting
a new law—hopefully, it will become a law—but certainly legisla-
tion to reauthorize existing programs, build on those good policies,
and try to expand it.

I would ask all of you, if you would, to provide us with rec-
ommendations that would go into that new piece of legislation. And
we’ll get working on it right away.

Again, I have other questions, but I do have to leave. Your testi-
monies were outstanding. Your work is literally saving lives. You
know that. And I just want to express my deepest gratitude for
your commitment to children.

The hearing is adjourned.

[Whereupon the hearing ended at 4:11 p.m.]
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PREPARED STATEMENT OF HON. SAM BROWNBACK, CHAIR-
MAN, COMMISSION ON SECURITY AND COOPERATION IN EU-
ROPE

A pandemic is silently, yet swiftly spreading across the globe tar-
geting children for sexual exploitation through child pornography,
trafficking of children, child prostitution, child sex tourism and
other forms of abuse. Fueled by sexual predators and a seemingly
insatiable demand by a segment of our society for explicit images
depicting children as well as other sex acts involving kids, thou-
sands of young Americans today are being caught up in a truly
world wide web of exploitation and abuse. The physical and emo-
tional scares inflicted on these largely nameless victims are often
as permanent as their images transmitted across the globe and
back again via the internet. The purpose of this Helsinki Commis-
sion hearing is to gain a greater insight into the scope of these
crimes against children, ways to enhance the ability of law enforce-
ment here and abroad to prosecute the criminals involved, shut
down their networks, deal compassionately with their victims, and
prevent others from getting caught up in this web.

To help put this issue in perspective, experts estimate that
50,000 predators are logged on to the internet at this very moment
prowling for unsuspecting kids. Child pornography once pedaled in
America’s back allies is now accessible in nearly every home, in-
cluding to other children. One in four kids surfing the net is ex-
posed to unwanted sexually explicit material, with thousands of
new images of child pornography being posted on the interest each
and every week. In an insidious cycle of abuse, pornography is
often itself used to entice others or coerce victims into other acts.
A ten-year long study by the Sexually Exploited Child Unit of the
LAPD found that pornography was a factor in 87% of their child
molestation cases. According to the Department of Justice, pornog-
raphers today are delving into exploitation of ever younger vic-
tims—infants and toddlers—engaged in even more despicable acts,
accounting for 20% of images seized by law enforcement.

The purveyors of child pornography thrive in a multi-billion dol-
lar industry, relying on the anonymity of the web in what for them
is a low cost, low risk enterprise. In an attempt to raise the costs
to such individuals, I cosponsored the Internet SAFETY Act of
2006, a bill that includes concrete steps to strengthen law enforce-
ment’s capacity to prosecute these criminals. Having worked on ef-
forts to stem human trafficking, I am acutely aware of the need to
treat the victims of exploitation and abuse with compassion as part
of the healing process.

I welcome the experts assembled here today who will draw on
their wealth of experience in law enforcement, child protection
services, and victims assistance as we search for ways to better
help and protect some of the most vulnerable in our country, kids
on Main Street in my state, across the country, and beyond.
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PREPARED STATEMENT OF HON. JOSEPH R. PITTS,
COMMISSIONER, COMMISSION ON COOPERATION AND
SECURITY IN EUROPE

Mr. Chairman, in July of this year, I was privileged to lead the
U.S. Delegation to the OSCE Parliamentary Assembly Annual Ses-
sion in Brussels. During the Brussels meeting, I was able to ad-
vance an initiative proposed by Commission Co-Chair Congressman
Chris Smith aimed at combating the insidious problem of child por-
nography. I am pleased to report that our resolution was unani-
mously approved by parliamentarians from the 56 OSCE countries.
Research makes clear that child pornography is an issue through-
out the OSCE region and a common threat to the wellbeing of fu-
ture generations of young people.

The issue of child pornography and sexual exploitation is a con-
cern that deserves priority consideration by the OSCE and the par-
ticipating States. I raised this issue with the OSCE Chair-in-Office,
the Belgian Foreign Minister, when he testified before our Commis-
sion. While at the Parliamentary Assembly meeting in July, I par-
ticipated in a special session focused on the subject of today’s hear-
ing. Parliamentarians from other OSCE countries share our con-
cern, and I look forward to their continued support and cooperative
initiatives prior to and after the Brussels OSCE Ministerial.

In a related initiative, the International Centre for Missing &
Exploited Children (ICMEC) has conducted important research re-
garding this issue. The Center surveyed 184 Interpol member coun-
tries, including the OSCE participating States. Their recently re-
leased study reveals significant gaps in the legal framework that
restricts the effectiveness of law enforcement agencies to combat
international child pornography networks operating across borders,
principally via the Internet. A survey of the 56 OSCE member
countries finds that:

6 countries lack any laws criminalizing any aspect of child
pornography;

32 countries lack any legal definition of child pornography;

16 countries have failed to make the possession of child por-
nography a crime;

20 countries lack laws criminalizing the electronic distribu-
tion of child pornography via the Internet; and

50 countries do not require Internet Service Providers (ISPs)
to report suspected child pornography to law enforcement.

The numbers relating to all Interpol member countries are even
higher regarding those countries that do not have laws criminal-
izing child pornography.

Of the OSCE countries, only Belgium, France, and the United
States have enacted comprehensive laws combating child pornog-
raphy. I commend the fact that we have laws in the U.S., but we
have a long way to go on this issue since much of the demand for
child pornography originates in our country. As Ernie Allen,
ICMEC President and CEO, who participated in the Brussels event
and is with us again this afternoon, has observed, “We know that
many world leaders do not yet recognize that child pornography
has become a multi-billion dollar industry and that the world’s chil-
dren are paying the price.”
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Mr. Chairman, thank you for holding this very important hearing
on protecting children around the world. I look forward to learning
from the distinguished panelists who are with us today. Thank you.
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PREPARED STATEMENT OF JAMES PLITT, UNIT CHIEF, CYBER
CRIMES CENTER, IMMIGRATION AND CUSTOMS ENFORCE-
MENT (ICE)

Introduction

Chairman Brownback, Co-Chairman Smith, and distinguished
Members of the Commission on Security and Cooperationin Eu-
rope, my name is James Plitt and I am the Chief of the Cyber
Crimes Center at the Department of Homeland Security’s U.S. Im-
migration and Customs Enforcement (ICE). I appreciate the oppor-
tunity to discuss ICE’s authorities and responsibilities with respect
to investigating U.S. trans-border child sexual exploitation crimes.

The ICE Mission

Among Department of Homeland Security law enforcement agen-
cies, ICE has the most expansive investigative authorities and the
largest number of investigators. ICE is the nation’s principal inves-
tigative agency for crimes related to the nation’s borders, including
violations of American customs and immigration laws. Our mission
is to protect the American people by combating terrorists and other
criminals who seek to cross our borders and threaten us here at
home. Working overseas, along the nation’s borders and throughout
the nation’s interior, ICE agents and officers are demonstrating
that our unified immigration and customs authorities are a power-
ful tool for identifying, disrupting and dismantling criminal organi-
zations that violate our Nation’s borders.

Our agents and officers make it harder for potential terrorists
and transnational criminal groups to move themselves, their sup-
porters, illicit funds or weapons across the Nation’s borders
through traditional human, drug, contraband, or financial smug-
gling networks, routes and methods. Since its creation in March
2003, ICE has employed its authorities and capabilities against
threats to our border, homeland and national security within our
broad jurisdiction, including the cross-border Internet sexual ex-
ploitation of children.

Operation Predator

Operation Predator is an ongoing ICE initiative focused on the
trans-border aspects of child exploitation, including the related fi-
nancial crimes. It is designed to identify and investigate those en-
gaged in Internet child pornography, including the criminal busi-
ness conspiracies that support this illicit trade. The program orga-
nizes ICE’s activities in child exploitation investigations to arrest/
apprehend and ultimately to prosecute and/or deport a variety of
violators, including:

(1) individuals who engage in the receipt, transfer, distribu-
tion, trafficking, sale, facilitation, and production of child por-
nography in foreign commerce, including utilization of the
Internet;

(2) individuals who travel internationally for child sex tour-
ism or who facilitate such travel,

(3) individuals who engage in the human smuggling and
trafficking of minors into the United States for illicit sexual
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purposes (sexual exploitation and/or prostitution) or worksite
exploitation, and/or commit any crimes resulting in the harm,
injury or death of a minor (not including the smuggling of chil-
dren by parents for family unity reasons);

(4) foreign nationals/aliens who have been convicted of local,
state or federal offenses against minors under the age of 18
and are now eligible for removal from the United States; and

(5) those same criminal aliens who have been previously de-
ported from the United States for such offenses but have re-
entered the country illegally.

These five enforcement categories are an integral part of the mis-
sion and responsibility of ICE in terms of border security, since the
heinous criminal activities involving child exploitation are not con-
fined within, or hindered by, a country’s physical borders, but rath-
er transcend them. The advent of the Internet has created even
greater opportunities and incentives for ruthless predators to profit
by exploiting children in the borderless anonymity of cyberspace.
One can now transmit child pornography through foreign commerce
by simply typing on a computer keyboard, with less obstruction and
risk than arriving at a port of entry with child pornographic mate-
rial hidden in luggage.

Officially launched by ICE on July 9, 2003, Operation Predator
is currently managed and administered by the Cyber Crimes Cen-
ter (C3), a headquarters unit of the Office of Investigations, which
coordinates enforcement efforts against trans-border child sexual
exploitation. As part of those efforts:

ICE established a single web portal to access all publicly
available state Megan’s Law databases.

ICE created a National Child Victim Identification System in
partnership with the National Center for Missing and Ex-
ploited Children (NCMEC), the FBI, U.S. Postal Inspection
Service, U.S. Secret Service, the Department of Justice, the
Internet Crimes Against Children Task Forces, and other agen-
cies.

ICE stationed attachés internationally to work with foreign
governments and foreign law enforcement counterparts to en-
hance coordination and cooperation on trans-border crime.

ICE is working with INTERPOL to enhance foreign govern-
ment intelligence on criminal child predators.

As of September 9, 2006, ICE has made a total of 8,763 criminal
and administrative arrests under Operation Predator. Of that total,
7,648 were non-US citizens (aliens/foreign nationals); and of those,
4,761 individuals were deported from the United States.

Conclusion

C3 is dedicated to identifying all individuals involved in inter-
national criminal organizations and component groups that conduct
every type of activity associated with trans-border child exploi-
tation, including the related financial crimes. These individuals in-
clude those who advertise specific members-only websites, those
who facilitate customer payments, those who control the members-
only websites, and those who ultimately receive the proceeds from
the sale of child exploitation images. With an investigative exper-
tise in international financial crimes, including money laundering,
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C3 is working diligently to identify and dismantle the international
criminal organizations that operate child exploitation websites, as
well as identifying their many individuals that frequent or sub-
scribe to these websites. ICE coordinates closely with the Internet
Crimes Against Children Task Forces, various elements of the De-
partment of Justice’s Project Safe Childhood initiative, and non-
governmental organizations like the National Center for Missing
and Exploited Children to maximize the effect of these inter-
national investigations and thereby protect this nation’s most valu-
able resource, our children.

I hope my remarks today have been helpful and informative. I
thank you for inviting me and I will be glad to answer any ques-
tions you may have at this time.
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MOHAMED MATTAR, EXECUTIVE DIRECTOR, THE PROTEC-
TION PROJECT, JOHNS HOPKINS SCHOOL FOR ADVANCED
INTERNATIONAL STUDIES

Honorable Co-Chairman, and distinguished members of the Com-
mission.

I am privileged to testify before you here today on further legal
measures that I believe the United States should adopt to fully and
effectively protect our children from commercial sexual exploi-
tatiﬁn, including trafficking, prostitution, sex tourism and pornog-
raphy.

At the 1st World Congress Against the Commercial Sexual Ex-
ploitation of Children of 1996, countries declared in the “Stockholm
Declaration and Agenda for Action” their commitment to “review
and revise, where appropriate, laws, policies, programs, and prac-
tices to eliminate the commercial exploitation of children.” Coun-
tries reaffirmed this pledge at the 2nd World Congress of 2001 in
the “Yokohama Global Commitment”, calling for “action to crim-
inalize the commercial sexual exploitation of children in all its
forms and in accordance with the relevant international instru-
ments, while not criminalizing or penalizing the child victim.”

A review of the United States recent legislative enactments
against the commercial sexual exploitation of children since then,
reveals the existence of a comprehensive legal framework, espe-
cially after the passage of the Trafficking Victims Protection Act of
2000 as reauthorized in 2003 and 2005, the Protect Act of 2003, the
Children’s Internet Protection Act of 2000, and the Adam Walsh
Child Protection and Safety Act of 2006.

These laws reflect, in my judgment, three main aspects, what I
refer to as the three E’s: expansion of criminal liability, extension
of territorial jurisdiction and enhancement of child protection.

First, the United States law recently expanded the basis of crimi-
nal liability for commercial sexual exploitation in several ways. For
instance, under the child sex tourism law, proof of travel with the
intent to engage in illicit sexual conduct with a child is no longer
required. In addition, the law now punishes attempts to commit the
crime and provides for liability of the legal person, the travel agen-
cy or a similar facilitator, involved in inducing the crime. The pen-
alty for the crime of child sex tourism has been doubled from fif-
teen to thirty years under Section 105 of the Protect Act. Similarly,
in accordance with the Trafficking Victims Protection Act, the pen-
alty for child trafficking is enhanced from twenty years to life if the
trafficked person is under the age of fourteen. Under the Internet
Safety Act, whoever engages in a child exploitation enterprise will
be imprisoned for any term of years not less than 20 or for life.
While the previous law provided that a statute of limitations ex-
pired when the child attained the age of twenty-five, Section 202
of the Protect Act has now abolished the statute of limitations for
any sex crime that involves children. Sex offenders should not es-
cape prosecution by mere passage of time.

Second, the United States law applies the principle of
extraterritoriality in several ways. The Protect Act applies to any
U.S. citizen or resident who travels abroad to engage in illicit sex-
ual activity with a child regardless of where the act has been com-
mitted. The Act also applies to foreigners, and in fact, it has been
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applied to a French and a German tourists who traveled from the
U.S. to Mexico to engage in sexual conduct with minors. Similarly,
the Trafficking Victims Protection Reauthorization Act of 2005 pro-
vides for extraterritorial jurisdiction over trafficking in persons
offences committed by persons employed by or accompanying the
Federal Government outside of the United States. Finally, under
Section 506 of the Protect Act production of child pornography out-
side the United States for the purpose of distribution in the United
States is a crime.

Third, the United States law enhances the protection of children
who are victims of commercial sexual exploitation, and adopts a
child-sensitive approach in several ways. A trafficked child is enti-
tled to benefits under the Traf